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ABSTRACT: In the context of the Internet of Things (IoT), lightweight steganography provides a revolutionary
combination of technology and security, where data concealment meets the efficiency requirements of 10T devices.
Lightweight steganography, as opposed to conventional steganographic methods, focuses on concealing
information inside digital content while using the least amount of computer resources and energy. Secure data
transfer is essential in the loT world because linked devices may communicate with one another without
interruption. 10T devices may communicate private data discreetly while conserving system resources, thanks to
the elegant approach offered by lightweight steganography. This novel method makes use of complex algorithms
that gently change data packets, turning them into bearers of hidden information without raising any red flags. The
secrecy of loT ecosystems is strengthened by lightweight steganography's easy integration of covert
communication channels. In addition to improving data security, this technology also optimizes bandwidth usage
and increases device battery life. A future when linked devices may transmit information safely, effectively, and
surreptitiously is predicted as the 10T environment develops. This would usher in a period of unmatched data
security and resource optimization.
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1. INTRODUCTION

The integration of intelligent technology with information technology is rapidly advancing, and remote monitoring
and control through the internet is possible, but this convenience comes with potential security threats if proper
measures are not taken [1][2]. Smart devices like cameras must wirelessly transmit data to central servers due to limited
energy and computing power [3]. Encryption techniques provide security for the content of information, but they do not
conceal the presence of secret information [1]. Steganography is employed to hide information and establish a covert
communication channel for secret messages that only the intended recipient is aware of [4]. Steganography can take
various forms, such as image, text, audio, and video steganography [5], and can be categorized based on the method
employed [6]. Steganography is an intelligent data-hiding technology in which the secret data is placed in a cover
media so that the media carrying the secret message are imperceptible to the intruder or attacker [7]. A network of
actual items is known as the "internet of things" (IOT). The internet has developed into a network of devices of all
types and sizes, including cars, smart phones, home appliances, toys, cameras, medical equipment, industrial systems,
animals, people, and buildings. These devices are all connected, communicating, and sharing information in accordance
with predetermined protocols in order to achieve smart reorganizations, positioning, tracing, safety and control, and
even real-time online monitoring and online upgrades for individual users [8]. Steganography and cryptography are two
examples of existing data protection techniques that are not suitable for direct adaptation due to their computational
complexity, application-specificity, and rigidity. The 10T ecosystem is also portrayed as having a wide range of
heterogeneous devices, high data rate traffic, and restricted device capability. Given the aforementioned constraints,
simple steganography algorithms can be used to solve 10T cybersecurity problems[9]. loT lightweight steganography
can enhance communication security, prevent unwanted access to devices and systems, safeguard the intellectual
property of devices and apps, and safeguard sensitive data from theft and manipulation. Lightweight steganography
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assists in protecting sensitive information and preventing rivals from stealing by concealing authentication credentials,
security information, proprietary software, and algorithms. Additionally, it makes wireless networks used by loT
devices more secure[10]. This paper survey for study last lightweight steganography techniques in the context of the
Internet of Things and make comparison between them to know direction of modern techniques.

2. RELATED WORKS

Chen et al. The authors suggest a brand-new steganography system that can conceal a secret picture under a cover
image while maintaining the cover image's aesthetic quality. Their method involves combining convolutional neural
networks (CNNS), attention mechanisms, and non-activated feature fusion (NAFF) to create a high-quality concealed
picture that is undetectable to human observers by learning a mapping between the cover and secret images. The results
of the comprehensive trials the authors did to establish the efficacy and efficiency of their suggested approach reveal
that it performs better than existing methods in terms of visual quality and security. However, their technique is
restricted to image-based data transfer or storage, and it could not be relevant to other types of data. Furthermore, the
authors did not investigate how various cover pictures or hidden images affected the functionality of their network [1].

Chai et al. an end-to-end video steganography network that inserts hidden data into video frames using a coding
unit mask-based method. The authors compare their suggested network to three other networks and discover that it has
a lower PSNR value but a larger embedding capacity and better visual quality. The suggested network has a high
computational complexity, which the authors also mention as a potential drawback for real-time applications. Overall,
the article offers hope for enhancing video steganography, but further investigation is required to maximize its
effectiveness and overcome its drawbacks. [11].

Subramaniyan et al. The method entails creating a compact model termed GANash utilizing latent space-
compressed generative adversarial networks (GANSs). The major goal of this effort was to accelerate performance,
which is crucial for deployment, in terms of how long it takes to encode and decode data. The model was created to be
affordable and suitable for computer engines with modest specifications. The findings demonstrated that GANash
outperformed SteganoGAN in terms of mean squared error, PSNR, and time to encode and decode [6].

Rostam et al. The suggested techniques involve encoding secret data and picture data into DNA sequences and
disguising randomly chosen secret data genomes in each block pixel except the block’s core pixel. The secret key of the
chaos function is created using the block's center pixels, which are then utilized to generate a random selection of
blocks and secret data. In order to maximize privacy preservation, the article offers three layers of protection in the
information concealment procedure. The outcomes of the suggested techniques demonstrate that the security and
privacy of the smart city system may be increased by using DNA in picture steganography. The research includes
simulation results that show the viability of the suggested techniques in terms of grayscale image PSNR, SSIM, MSE,
and BER metrics. The research lacks comprehensive examination of suggested approaches' limits, effectiveness in
smart city systems, and their impact on image quality and information-hiding time, necessitating further research to
ensure their applicability and efficacy [12].

Alarood et al. In order to protect privacy and authenticity in 10T networks, the article suggests a steganography
technique dubbed loTSteg. In their strategy, suitable pixels in the cover picture are selected using weighted pixel
classification, and the secret data is concealed using traditional LSB embedding. PSNR, CDTO, and SSIM are a few
examples of the metrics used to evaluate the method.

The findings demonstrate that the suggested strategy achieves great competence in the embedding process while
preserving the cover pictures' imperceptibility. The PSNR score of 66.61 achieved for a test utilizing 8000 bits and 4
cover images of 512 pixels indicates good stereo picture quality. The plan is evaluated in relation to other plans and
judged to be workable and competitive. Simulating outcomes requires a time-consuming system. Additionally, it can
have trouble processing noisy photos. Future research is recommended by the authors to overcome these issues and
advance the system's real-time capabilities and noise reduction strategies.

10T networks can benefit from the proposed loTSteg scheme, which offers a viable solution for privacy and
authenticity. Although it provides good embedding and picture-quality outcomes, more advancements are required to
tackle real-time difficulties and noisy images [13].

3. STEGANOGRAPHY

Steganography has a long history of being used to covertly transmit data through physical means, with examples
dating back to before the computer age [14]. Today, steganography has significantly advanced with the aid of
computers, hardware, and software, allowing for digital steganography using various media types [15]. Examples of
historical steganography techniques include Histaiacus shaving a messenger's head and writing a secret message on the
bald scalp, which was retrieved by shaving the messenger's hair again [14].
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4. TECHNIQUES FOR STEGANOGRAPHY

a- Image steganography involves hiding secret data within an image, which serves as a cover object. Images are
often used as cover sources due to the large number of bits in their digital representation, and various steganography
techniques have been developed for different image formats [16].

1- Least Significant Bits (LSB) are a straightforward method for embedding data in cover images. The simplest
steganography methods directly embed the message bits into the cover image's least significant bit plane. Predictable
progression. There is no human-perceivable effect when modulating the least significant bit since the There is little
variation in magnitude. A suitable cover picture is required to conceal a hidden message inside an image. A lossless
compression format must be used since this approach uses bits from each pixel in the image; otherwise, the concealed
information would be lost during the transformations of a lossy compression algorithm. A bit of each of the red, green,
and blue color components may be utilized in a 24-bit color picture, allowing for a total of 3 bits to be recorded in each
pixel [17]. As an illustration, the grid below, which uses 9 bytes of memory, may be thought of as 3 pixels of a 24-bit
color image:

(00100111 11101001 11001000) (00100111 11001000 11101001) (11001000 00100111 11101001)
The following grid is produced when the character A, whose binary value is 10000001, is inserted:
(00100111 11101000 11001000) (00100110 11001000 11101000) (11001000 00100111 11101001)

In this instance, the character might be correctly inserted by changing just three bits. When selecting the maximum
cover size, just half of the bits in a picture will often need to be changed in order to conceal a hidden message. The
message is successfully concealed as a result of the least significant bit shifts, which are too minute to be detected by
the human visual system (HVS) [18].

It also has certain restrictions, though:

Low embedding capacity: Only a modest amount of data—typically 1 or 2 bits—can be embedded per pixel
using LSB insertion. This is so because altering even the smallest portion within a pixel has a negligible effect
on how the image looks as a whole.

Lack of robustness: straightforward image processing techniques like compression, noise filtering, and
cropping make it straightforward to find and remove LSB encoded data.

Security flaws: There are a variety of tools available for identifying and deleting LSB embedded data, and
LSB insertion methods are well-known for their use [19]-[20].

2- Masking and filtering to conceal a message, masking and filtering techniques, which are often limited to 24
bits or grayscale pictures, adopt a different strategy. These techniques produce markings in an image that are practically
identical to paper watermarks. For example, changing the brightness of specific areas of the picture can do this. While
masking does alter an image's obvious characteristics, it may also be done in a way that makes the changes invisible to
the human eye. Masking is more resilient than LSB modification in terms of compression, cropping, and other types of
image processing since it makes use of the visible portions of the picture. It is more suitable than other options since the
information is not lost at the "noise” level but rather is present in the viewable section of the image If a lossy
compression method like JPEG is being employed, LSB adjustments should be made[18].

One of the primary drawbacks of masking is that, especially in complicated or noisy images, it can be challenging
to precisely choose the region of interest. Masking can also bring artifacts into the image, including halo effects or
sharp edges. The difficulty in selecting the best filter for the task at hand is one of the key drawbacks of filtering.
Additionally, filtering can generate distortions like blurring or ringing in the image[21]-[22]-[23].

b- Text files can be used for steganography using tools like StegParty, which utilizes rules based on the flexible
nature of the English language to conceal small amounts of data, appearing as minor typos or grammatical errors [24].
Although the amount of data that can be hidden using this method is limited, it can be used with files such as Word
documents and HTML files [15].

99



Hiba Adnan Qasimet al., Al-Salam Journal for Engineering and Technology Vol. 3 No. 1 (2024) p. 97-108

1-Line-Shift Coding This is a technique for changing a document to make it more distinctive by vertically moving
the positions of text lines. This encoding can be applied to a page image's bitmap or to the format file. The format file
or bitmap may be used to extract the embedded code word. Since the original picture is known to have consistent line
spacing between subsequent lines inside a paragraph, in some circumstances, this decoding may be done without the
original image [17].

the following LSC restrictions:

Low embedding capacity: LSC can only embed a modest amount of data—typically 1 or 2 bits—per line of text.
This is due to the fact that changing a line of text by more than a few characters will cause the change to be obvious to
the unaided eye.

Poor robustness: LSC implanted data may be readily found and removed, especially with the use of basic text-
processing functions like line breaks, justification, and word wrapping.

Security flaws: There are a variety of tools available for identifying and deleting LSC embedded data, and LSC
algorithms are well-known [25].

2-Feature Coding This coding technique can be used to encode a format file or a document's bitmap picture.
Depending on the code word, specific text properties are inspected in the image and either changed or left alone. The
original image, or more particularly, a description of the change in pixels at a feature, is needed for decoding. There are
several options for text characteristics; in this case, we decide to change the upward, vertical end lines, or the tops of
letters like b, d, and h. These end lines are modified by lengthening or shortening them by one (or more) pixels, but the
end line characteristic is left unchanged [26]. It is crucial to be aware of its drawbacks, including the difficulties of
embedding substantial volumes of data, its linguistic sensitivity, and its security weaknesses[27].

c- Audio signals can be used to hide secret data by modifying the binary sequence of the audio file. Several
methods for audio steganography exist, including least significant bit encoding, parity encoding, phase coding, and
spread spectrum [16].

1- LSB Coding Analog audio signals are converted to digital binary sequences using the sampling technique and
quantization. This method replaces the low-order bit (LSB) of each sample's binary sequence in a digital audio file with
the binary equivalent of a secret message[17].

It also has certain restrictions, though:

Poor robustness: LSB encoded data is quickly identifiable and erasable, particularly by basic audio processing
operations like compression, noise filtering, and cropping.

Security flaws: There are a variety of tools available for identifying and deleting LSB embedded data, and LSB
algorithms are well-known for having security issues[28].

2- Phase Coding Phase changes in audio signals are harder for the human auditory system (HAS) to detect than
noise. The phase coding approach makes use of this reality. This method achieves an inaudible encoding in terms of
signal-to-noise ratio by encoding the secret message bits as phase changes in a digital signal's phase spectrum[17].

incorporating the following phase coding restrictions:

-LSB coding and other digital audio steganography methods are less computationally difficult than phase
coding.

-Data that uses phase coding is susceptible to phase shifts in the audio signal.

-Phase coding can cause the audio quality to suffer, especially when there is a lot of embedded data.

-In comparison to low-frequency audio, high-frequency audio has a lesser embedding capacity for phase
coding [28].

d- Video steganography involves hiding any type of data within digital video, allowing for the concealment of a
large amount of data in a video file. Two primary approaches for performing video steganography are embedding data
in uncompressed raw video and then compressing the data, or embedding data directly into a compressed data stream
[16].

1- Least significant bit (LSB) The most popular video steganography technique is this one. The secret message is

inserted into the video pixels' LSBs. Although LSB steganography is very simple to see, it may be made more secure
by employing methods like bit diffusion and encryption [29].
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The LSB approach has a weakness in that it is not very secure. Anyone who knows that the LSB approach is being
used may readily retrieve the secret message by just glancing at the least important bits of the video. The LSB method
is further susceptible to steganalysis assaults, which are methods for identifying the existence of concealed data in a
movie. The video quality of the LSB approach may suffer as a result, which is another drawback. The video may
become noisy or distorted if there is too much data packed in it. The LSB approach may also increase the likelihood of
compression problems in the video[30].

2- Spatial domain video steganography The hidden message is included into the video frames' raw pixel values
in this kind of video steganography. LSB substitution, which entails embedding the secret message in the least
significant bits of the pixel values, is a popular method of spatial domain video steganography [31].

The study discusses the following limitations of spatial domain video steganography:

Lack of security: Due to how simple it is to identify and extract the concealed data, spatial domain video
steganography is not very safe.

Reduced video quality: Using spatial domain video steganography, excessive data embedding might reduce video
quality.

Sensitivity to noise and compression: The hidden data in spatial domain video steganography is vulnerable to noise
and compression[30].

e- Secret communication across networks can be achieved by exploiting protocols in the network itself, such as
TCP/IP, creating covert channels to transmit messages secretly between hosts [15].

1- TCP header steganography The secret message is concealed in the TCP header of the packets using this kind
of packet steganography. The sequence number, acknowledgement number, and other details are included in the TCP
header. Although TCP header steganography is more challenging to implement than IP header steganography, it is also
harder to detect [32].

2- Covert timing channel steganography with this kind of packet steganography, the timing of the packets
contains the hidden message. The hidden message could be included, for instance, in the intervals between packets or
the intervals between the fields of a packet header. Both detecting and using covert timing channel steganography are
exceedingly challenging tasks[33].

f- A DNA-based method for hiding data in a video file was developed, involving converting the video into image
frames and using the least significant bit (LSB) substitution approach to embed data in randomly selected frames at
random positions. However, the resulting steganography video file had low data hiding capacity and non-zero payload,
even though the degradation was minimal [34].

1-Direct Encoding with this technique, the secret message is directly encoded by substituting certain nucleotides
in the DNA sequence with other nucleotides. Although this technique is really straightforward to use, it is also rather
simple to spot [35].

However, it has a few drawbacks, such as:

expensive cost: The price of synthesizing and sequencing DNA is still rather expensive.

Low data capacity: The length of the DNA sequence determines how much information can be stored there.

Error-prone procedures include the sequencing and synthesis of DNA. This implies that while encoding or
decoding, the secret data may get distorted.

Detectability: A number of methods, including statistical analysis and anomaly detection, can be used to identify
direct encoding in DNA steganography[36].
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4.1 Lightweight IN IOT SYSTEMS

The Internet of Things (IoT) is an emerging technology that enables machine-to-machine communication and
allows people to control their household appliances through smart devices [14]. Wireless Sensor Networks (WSNSs) are
also widely used in various fields to collect physical or environmental data, with decision-making often decentralized
[15]. However, the security of 10T devices, which are limited by their energy, properties, and power, has not received
much attention [16]. To address these limitations, cloud computing and 10T devices need to be physically or virtually
connected to fully utilize cloud computing services [17]. The objective of 10T is to establish a secure and reliable
infrastructure for exchanging data among connected devices [16]. Using in smart city and smart home et, limited
resource restrictions on resources similar to Power for many devices with limited resources, like wearables, sensors,
and Internet of Things (1oT) devices, power consumption is a significant limitation. Since these devices frequently run
on batteries, it's critical to reduce their power usage to increase battery life. Bandwidth Another significant limitation
for devices with limited resources is bandwidth. These gadgets frequently communicate over constrained-bandwidth,
low-power wireless networks. The quantity of data that these devices broadcast and receive must thus be kept to a
minimum. Other restrictions Other resource limitations that may encourage the use of lightweight approaches are:
Memory Keeping Cost of processing power [37].

5. SECURITY CHALLENGES IN IOT

Interoperability and scalability are crucial in 10T networks, as they must support a broad range of devices with
heterogeneous capabilities and accommodate the large number of devices deployed [18]. However, addressing the
security of such devices requires simple and low-complexity schemes, capable of handling high payloads for
transmitting secured data [18]. While the collective volume of data generated by a large number of devices is
significant, current classical steganographic techniques might be impractical, complex, unsalable, and non-resilient to
noise to be directly adaptable in 10T environments [16]. Therefore, implementing lightweight steganography in loT
presents challenges such as scalability, noise resilience, and practicality [16].

Table 1. - comparison between previous study

A Data Advantage Disadvantage
Author Solve Measures hide Data Future work
problem set
RS-BPP stands for surpasses In wireless sensor | Due to transmission
Rate-Stego-Bits-Per- existing works | networks, failures, using
Pixel. It is a measure with an | steganography using | steganography with
of the efficiency of a embedding GANSs produces | GANs in wireless
steganography capacity many "natural” | sensor networks
algorithm. It is exceeding them | carrier images, | might cause noise in
calculated by dividing by at least | improving the retrieved data.
the number of bits 3.5%. However, | steganography Unauthorized access
used to hide the secret the efficiency of | performance and | is possible since the
Ambika et | Two security message by  the the making it more | GAN decoder lacks
al [4] concerns need to be number of pixels in discriminator is | difficult to identify | a protection
taken into account: the cover image. hindered by the | and access secret | mechanism.
the possibility of | using WPSNR stands  for limitations  of | information. GANs | However, the PDF
GAN decoding | Generative Weighted Peak Text in Div2K | GAN training, | produce realistic | file presents an
model leakage and | Adversarial | Signal-to-Noise Ratio. image COCO | indicating the | images that maintain | improved GAN
the  danger  of | Networks It is a variation of Pascal need to explore | the appearance of | steganography
sensitive (GAN) PSNR that takes into VOC alternative the cover image and | method that fixes
information loss in account the human machine reduce skepticism. these problems
the presence of visual system's learning while also
transmission noise.. sensitivity to different models. The enhancing image
frequencies. It s next step is to quality and security.
calculated in a similar rigorously  test
way to PSNR, but the the  solution's
weights are adjusted performance

to reflect the human
visual system's
sensitivity.

PSNR, SSIM

against various
steganalysis
attacks to
evaluate its
effectiveness.
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The two | The first
steganography steganography
methods that are | system proposed in
. suggested in this | this paper has the
T_he first SChe”!e has a publication ~ work | drawback of taking
higher capacity to well together. | longer to execute
a(;commodate secret Regarding the | because it executes
The method | bits compared to the capacity of secret bit | requests to transfer
|nvolyes secor)d _scheme Whe_n transfers and the | the secret in a
carrying out con5|der|ngg1024-b|t quantity of HTTP | particular order. The
Metchella et | Blind universal concealeq secret, attrlt_)uted to . requests made, the | second  technique
al [38] steganalysis  can communicat Fhe . |ncreasgd Hide first strategy | has the drawback of
detect embedding ion_through |nf0rmat|_0n in | text X X performs better than | having less secret bit
strategies HTTP permutations as the | based the second. The | storage space and
requests symbol Space | on second method | more HTTP request
using expands. Furthermore, | HTTP removes the time | sequences
tagged the  first  scheme restriction by ’
URLs and | generates a preventing a
IP significantly ~ lower succession of HTTP
addresses. number of HTTP requests from being
request sequences dependent on one
compared to the another
second scheme. '
A Data
Author Solve Measures hide Data Future work Advantage Disadvantage
problem set
The PSNR measure The benefit of the | with the exception
measures the quality suggested approach | of the middle block,
of compressed or is that it uses a | data genomes are
stego  images by chaotic function to | concealed in block
comparing the original randomly select the | pixels. This may
The utilization of image to the picture block and | limit the amount of
smart cities, which compressed or stego secret data bits in | information that can
are based on the image. SSIM order to cloak the | be concealed in an
Rostam et al | Internet of Things, | LSB measures  structural UCID X secret data in the | image because only
[39] application, is | DNA similarity between Text i image. The system | a portion of the
- - . - . ext in . . -
rapidly increasing. images, while MSE image is made more secure | pixels in each block
A key requirement measures the 9 by choosing secret | are used to conceal
of this system is difference between the data in random | secret data.
privacy, which original and blocks and bits.
safeguards citizens reconstructed signals.
from disclosure. BER bit error rate
measures the number
of bits incorrectly
received in digital
communication
systems.
RFID and | It is crucial to
Ensuring the safety The GSR sensors are steganography- remember that
and well-being of placed on the fingers based loT-based | installing such
individuals has to  measure  skin personal healthcare | systems necessitates
become a major conductance,  while systems offer a | a sizable
concern, with the the heart rate is secure platform for | infrastructure  and
approximately 421 measured using the storing and | financial
Khan et al | million adverse Max 30102 sensor, analyzing personal | commitment.
[40] hospitalizations Blynk and | while the LM 35 . health data, enabling | Additionally, there
. Text in i .
annually. The | RFID sensor is used for image remote monitoring | can be worries about
healthcare industry | technology measuring is utilized X X and prompt actions. | the security and
has adopted IloT to sense body Low-cost  sensors | privacy of personal
technology to temperature, and the are used to improve | health information,
gather and MQ 135 sensor is healthcare services, | which can be
distribute data used to measure the and steganography | resolved by putting
wirelessly and presence of CO2 gas protects users' and | in place suitable
continuously to in the air. their families' | security mechanisms
address this issue. privacy and data | like steganography.
security.
Expertise is An end-to- | PSNR the  proposed | Deep learning-based | The draw_back of
required in  the end ) deep | MSE ) Video steganogra}phy steganography - deep Iearnlng—base_d
hiding process for learning BPP: metrics are used in _network aims to | offers adap_tabl_llty stega_nography is
traditional netyvork, to compare the video improve and _generallzatlon, that it uses a lot of
steganography which performance of resilience reducing manual | processing  power
) utilizes different probabilistic through the | effort. The | and training data to

103




Hiba Adnan Qasimet al., Al-Salam Journal for Engineering and Technology Vol. 3 No. 1 (2024) p. 97-108

GAN and a | Turing machines. introduction of | convolutional neural | develop neural
CU (coding | They can also be used a differentiable | network (CNN) | network models.
unit) mask. to design new noise layer. | selects features for | Additionally, the
probabilistic ~ Turing Future research | information hiding | caliber of the cover
machines  that are will focus on | and extracts | video frames and the
more efficient and integrating information chosen compression
accurate. video conveniently.  The | technique may have
compression proposed video | an impact on how
Chai et al DIV2K | features, error | steganography well the
[8] MS correction system combines | steganography
COCO | encoding VVC coding unit | algorithm performs.
techniques, and | masks and an | Additionally, the
investigating attention mechanism | stego video frames'
prevalent for improved | imperceptibility
attacks to | concealment  and | could not be
ensure seamless | larger payload | flawless, making
message capacity. them susceptible to
extraction. steganalysis  tools'
identification.
A
Author Solve Measures Eizt: Data Future work Advantage Disadvantage
problem set
a steganography
method for secure | The suggested
communication in | system would
. loT networks, | impose  additional
A noise- - )
resistant providing  benefits | memory and
and like a large payload | processing
lightweiaht capacity, excellent | requirements on IoT
gntweig signal quality, and | devices, which
audio 9 gualtty
steganograp | The study uses GSR noise resistance. By | could be restrlctl_ve
The emergence of - intelligently for gadgets with
f hy scheme | sensors to record skin N -
10T has emphasized that can | response. Max 30102 adjusting phase | weak computing
Djebbar et | the  need  for ponse, .| databas | X frequencies, it | capabilities,
- securely sensor to measure | Text in . ' .
al [41] adequate  security : . e with achieves  seamless | confined  memory
transmit heart rate and Spo2 | image L -
measures to address | level . RFID transitions while | storage, or short
the unique arge EVer, and MQ 135 air preserving the | battery life
amounts of | quality sensor to '
challenges  posed . . naturalness of the
b - data, which | determine the e .
y loT and realize is relevant | concentration of CO2 modified signal,
its  potential in f - - making  detection
- or gas in the air. oo
practical communicat difficult. Moreover,
implementations. ion in loT it expands the
networks. application of loT
steganography by
incorporating audio
signals  alongside
images.
MCC is a more robust A fresh | takes significant
measure of accuracy communication time, infrastructure,
than accuracy, method for smart | and resource
precision, and recall. cities is introduced, | commitments, while
It is not affected by providing improved | adding digital
The objective is to the imbalance of security, resiliency, | watermarking and
implement a secure classes and self- | steganography
and stable network ROC curve is used to Control maintenance.  The | increases
for cyber | using “Self- | evaluate the | integration of this | complexity and
. A - A signal 4 - s
Biswas et al | communication in | Monitoring | performance of a in architecture requires  specialist
[42] Smart City | Obfuscated | binary classifier. A Stedo X X enhances  security, | knowledge.
applications, with a | loT good classifier will image promotes Although it would
focus on have a ROC curve that 9 intelligence, and | be difficult,
intelligence and is close to the top left utilizes tamper- | compatibility ~ with
obfuscation. corner of the graph. resistant techniques | current technologies
PRC  stands  for like steganography | can be achieved
Precision-Recall and digital | with more study and

Curve. It is a
graphical plot of the
precision against the

watermarking.

development.
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recall. The precision is
the proportion of true
positives  that are
correctly  identified,
and the recall is the
proportion of true
positives  that are
identified.

6. DISCUSSION AND FUTURE WORKDS

to maintain an acceptable level of efficiency while achieving a high level of security. The kind of information
being concealed: Since some data types are more sensitive than others, they need to be protected with greater security.
The amount of information that is being concealed More embedding space is needed for larger volumes of data, which
can make it more challenging to conceal the data without being noticed. The capability of the system being utilized to
conceal the data to compute Less powered devices will call for less expensive steganography algorithms in terms of
computing. The necessary level of security is: While some applications might be able to get by with a lower level of

security, others could needa high level of protection. By taking each of these elements into account, it is feasible to
select a steganography technique that strikes the right balance between security and effectiveness while also satisfying
the unique requirements of the application.

The potential lines of investigation for the next work in thin steganography for 10T. use of machine learning and
artificial intelligence to create more reliable and effective steganography algorithms, Al and ML can be applied. For
instance, Al may be used to recognize and categorize various 10T device types, while ML can be used to create
algorithms that are customized to the unique properties of these devices. Adaptation to additional security technologies:
To provide a more comprehensive level of security, lightweight steganography can be used with other security tools
like encryption and authentication. a thorough security solution. Steganography, for instance, can be used to conceal
encryption keys, aiding in the protection of data from illegal access.

The following succinctly expresses the present steganography approaches’ limitations:

Limited applicability: Some steganography methods only work with specific kinds of data, such pictures or
movies. This restricts their use in certain real-world scenarios.

Low embedding capacity: The amount of data that may be steganographically concealed in a cover object is
frequently constrained. Applications that call for the delivery of copious volumes of confidential data may find this to
be an issue.

Detectability: Advanced steganalysis tools can be used to identify some steganography techniques. The safety of
the secret data may be jeopardized as a result.

Compute-intensive steganography techniques may not be appropriate for real-time applications since they are
computationally complicated.

Future research can solve the following specific outstanding issues in steganography:

developing steganography methods that work with more sorts of data, such text, audio, and video. Enhancing
steganography methods' ability to incorporate data while maintaining security and undetectability. creating
steganography methods that are more steganalysis-resistant. steganography methods should have their computational
complexity reduced to make them more appropriate for real-time applications.

To overcome the drawbacks of existing methods, new steganography techniques can be created using encryption
and Al. For instance:

Artificial intelligence (Al) may be utilized to create steganography methods that are better suited to the cover item
and the hidden data. The security and imperceptibility of the buried data may be enhanced as a result. Al may be
employed to create steganography methods that are more resistant to steganalysis. Before being buried in the cover
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item, the secret data might be encrypted using cryptography. The buried data may get an additional layer of protection
as a result.

7. CONCLUSION

In conclusion, reviewing lightweight steganography yields a number of useful results. First of all, it increases
knowledge of the technology and possible uses, encouraging more research and development efforts in the area. This
opens the door for the development of more effective and safe steganography algorithms. Second, a thorough
evaluation provides researchers, developers, and security experts with a better grasp of lightweight steganography and a
useful resource for people wishing to learn more about the topic. The identification of research gaps through such a
study also aids in the creation of more reliable algorithms and future research. Last but not least, a review's promotion
of best practices makes ensuring that lightweight steganography is used responsibly and securely. Together, these
results highlight the significance of promoting development and moving the profession toward improved security and
effectiveness by conducting reviews in the area of light-weight steganography. We recommend technology see fit to
work in the future Al can be used to develop more efficient and effective steganography algorithms. Al can also be
used to develop new steganalysis techniques that can detect hidden messages.

The poll reveals the following significant findings:

A possible method for protecting loT communication and data storage is steganography. I0T devices must use
lightweight steganography methods owing to their restricted resource availability. The disadvantages of current
steganography methods include their limited application, poor embedding strength, detectability, and computational
complexity. Innovative and enhanced lightweight steganography approaches for 10T security may be created using Al
and cryptography. There have been gaps found that need more exploration.

The survey finds the following shortcomings in lightweight steganography for loT security that need for more
study: constructing steganography methods that work with a variety of 10T data sources, including sensor data and
streaming video. enhancing steganography methods' ability to incorporate data while maintaining security and
undetectability.

In the context of 10T networks, creating steganography methods that are more resistant to steganalysis.
steganography methods' computational complexity should be decreased to make them more suited for real-time loT
applications. constructing noise- and other impairments-resistant lightweight steganography methods for 10T contexts.
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