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ABSTRACT: Protecting sensitive medical images is essential in modem healthcare systens, where security and
robustness are critical. This study presents a hybrid image encryption scheme combining the chaotic Henon map
with the RC6 algorithm to ensure secure and efficient image transmission. The method leverages the high
sensitivity and unpredictability of the Henon map alongside RC6’s strong diffusion and noise resistance.
Experimental results denmonstrate strong robustness, evidenced by uniform pixel distributions, high entropy
(7.999), and resistance to statistical attacks. Compared with AES, the proposed approach more effectively reduces
pixel correlation, exhibits high key sensitivity, and provides strong protection against brute-force attacks due to its
large key space.
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1. INTRODUCTION

Telemedicine technologies are reshaping healthcare delivery by enabling rapid diagnosis and enhancing emergency
response through advanced digitaltools. A key component ofthese systems is the transmission of digital data,
particularly medical images that contain highly sensitive and private information [1].

Conventional encryptionalgorithms such as DES and AES are widely employed to protect digital data.
Nevertheless, whenapplied to image data, thesetechniques often exhibit limitations dueto the intrinsic properties of
images, including large data volumes, high redundancy, and strong spatial correlations amongadjacent pixels. These
characteristics reduce the effectiveness of traditional encryption schemes in safeguarding image data against
unauthorized access or analytical attacks [2].

To fulfill this requirement, recent research has focused on chaos-based encryption techniques derived from chacs
theory. Chaotic systens are particularly well-suited for secure image encryption owing to their inherent features, such
as extreme sensitivity to initial conditions, unpredictability, and pseudo-random behavior. Among the various chaotic
modek, the Henon chaotic map has attracted considerable interest for its ability to generate secure key sequences and
enable nonlinear pixel transformations [3,4]. This study proposes a novel hybrid encryption scheme that integrates the
RC6 block cipherwith a chaotic Henon map.

2. Related Work

Medical image encryption has shifted from costly traditional ciphers (e.g., AES, DES, RC4) to chaos-based
methods. Early studies used quadratic maps, followed by Henon-based schemes with enhanced security, including
multi-block substitution and bidirectional diffusion, proposed between 2020 and 2022. Additionally, Guesmi and Farah
[5] (2021) combined hybrid chaotic maps with DNA-based encoding to further strengthen medical image encryption
security.
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3. Research Gap

In 2021, lbrahim Yasser et al. [6] introduced a chaotic-map encryption scheme that improves perurbation
algorithims to overcome weaknesses in conventional chaos-based confusion and diffusion, achieving high speed and
strong robustness against medical image cyber-attacks. In 2022, Belazi et al. [7] proposed a sine-tangent chaotic-map-
based encryption method aimed at enhancing sensitivity and resistance to cryptanalytic attacks. The scheme maintained
a high level of entropy and defended well against various forms of statistical and differential attacks, protecting medical
images as expected.

Al-Khuzaay and Al-Jawher (2022) [8], put forward two further modek of Mixed Transforns, which are the new
hybrid of linear and nonlinear Transformation techniques. The first mixed transform is formulated in three steps:
compute 2D discrete cosine transform (DCT) of the image, apply Arnold Transform (AT) to the DCT coefficients, and
apply discrete Wavelet Trans form (DWT) to the result “CAW?”. The second blended consisted of first computing the
discrete Fourier transform (DFT), net applying AT, and finally computing the discrete Wavelet Transform (DWT),
which was abbreviated as (FAW). The results obtained showed that CAW and FAW transforms yielded a classification
rate higher than that achieved with the conventional transforms DCT, DFT, and DWT. Besides, it contributes to the
development ofa family of directionaland multi-transformation bases for image processing.

Hussain and Khodher (2023) [9] Implemented three types of chaotic maps for constructing a strategy of digital
image encryption based on a chaotic system. These chaotic maps include: the logistic map, Amold Cat’s map, and
Baker's map. Furthermore, the triple data encryption standard (3DES) encryption scheme is utilized in conjunction with
the aforementioned chaotic maps. Experimental results showed that the intended image encryption method is efficient
and secure, which is useful in uncontrolled networks. For the dual-directional data communication between the server
and client over the network, the Transmission Control Protocol (TCP)/Internet Protocol (IP) suite was employed.

Prakash et al. (2024) [10], introduced a selective encryption technique that targets encrypting only the medically
relevant parts of multidimensional medical images. The method was focus on the crucial areas of image by using masks
on segmentation and Henon chaotic map for a specific pumpose image encryption. The system under consideration
showed 47% faster on retrieval time for brain CT images conpared with full-image encryption techniques, which
shows improvementin the efficiency, but still preservinga composed level of the security.

4. Proposed Methodology

To increase the security of the medical image encryptions, the RC6 block cipher and the Henon chaotic map have
been integrated in this method. The security keys and the pixel positions to be changed are generated using the Henon
map to ensure high levek of confusion and diffusion [11]. The RC6 block cipher has strong cryptographic capabilities
that allow for quick and low-resource encryption and decryption. This method guarantees a high entropy and a low
correlation to make the combination of these methods extremely resistant to statistical analysis and differential attacks.
The method is precisely considered to achieve a secure transmission and a secure storage of the medical images while
ensuring optimal efficiency. A full overview of the prop osed method is shown in Fig. 1.
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FIGURE 1 Structure of the proposed RC6—Henon chaos-based encryption framework

4.1 RC6 Block Cipher

The RC6 is a symmetric-key block cipher that enhances the RC5 structure by joining the data-dependent rotations,
the XOR operations, and the modular addition. RC6 operates on 128-bit blocks with variable key lengths (128, 192,
and 256 bits) and using four working registers to improving security and efficiency. Fig. 2 shows the function of the
RC6 cipheralgorithm[12].
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FIGURE 2 RC6 cipheralgorithm

4.2 Henon Chaotic Map

The Henon chaotic map was two dimensional with discrete time dynamic system that shows chaotic behavior. It is
mathematically defined as [13]:

Tn+1 = 1 _ﬂx:a-l_ ¥n (l:]

Vn+1 = bxu (2]

where: (*n¥n) are state variables, and (a), (b) are control limitations typically set as a=1.4 and b=0.3 to guarantee
the chaotic behavior. The Henon map generates random pseudocode sequences that are sensitive to initial conditions,

making it useful for encryption applications. Fig.3 expresses the Henon chaotic map attractor with an unpredictable and
complexstructure that's ideal for encryption applications [14].

Henon Chaotic Map

-1.0 —-0.5 0.0 0.5 1.0

FIGURE 3 The Henonchaotic map

4.3 Encryption Process

The encryption process is started with key generation, and the Henon chaotic map is used to produce control
parameters with highly unpredictable initial conditions. The RC6 encryption algorithm was served by these values as
the basis for key expansion, which ensures a dynamic and secure cryptographic key set. When the keys are generated,
the pixel variation and substitution stage is performed. The input of the medical image undergoes a scrambling
operation based on the Henon chaotic sequence, effectively dispersing pixel positions in anonlinear manner. This step
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significantly enhances confusion to make the process difficult to recognize any patterns in the encrypted image.
Following the permutation. The RC6 cipher is then applied, either under Electronic Codebook mode or Cipher Block
Chaining mode, to encrypt each segment individually, after the segments have been decrypted into the predefined
order .The encryption takes place with strong diffusion by including bitwise rotations, modular computations, and
XORs to make the output of the encryption extremely resistant to cryptographic attacks. At last, the cipher image is
achieved, which is the medical image after encryption in its complete form. This encryption renders the image safe for
the transferring process, protecting the sensitive information against unauthorized access while ensuring the integrity of
the data, which requires noloss of sensitive data confidentiality.

5. Experimental Results and Analysis

To test the effectiveness of the encryption scheme, standard medical images like MRIs, CT scans, and X-ray
images were selected. The performance evaluation was carried out using different security measures, which included
the analysis of histograms, the calculation of entropy, correlation coefficient measurements, and the evaluation of key
sensitivity.

5.1 Histogram Analysis

Histogram analysis evaluated pixel uniformity, as shown in Fig. 4, [15] (a) original image; (bd,f) histograms of
original, encrypted, and decrypted images; and (c,e) RC6-encrypted and decrypted images.

The encrypted histograns are nearly uniform, revealing no image features, which confirms strong resistance
statistical attacks.

Image 1

Image 2

Image 3

Image 4

FIGURE 4 Encryption and Decryption images

5.2 Entropy Calculation

The primary goal of image encryption is to provide strong security against cryptanalysis. Shannon’s entropy is a
widely used metric for assessing encryption strength, as it measures the randomness and uncertainty of pixel intensity
distributions.

H= =) P(K) log; (P()) 3)
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Here, P(K) represents the probability of a pixel with intensity level kkk, GGG denotes the grayscale range (0—255),
and HHH is the entropy measure. Table 1 compares the entropy of original and encrypted images using AES and the
proposed RC6-Henon scheme. The results show that the proposed method achieves higher entropy than AES,
indicating stronger randomness. Additionally, dividing the image into multiple sub-blocks before scrambling further
improves encryption performance and security.

In Table 2, we analyze the entropy values alongside multiple modern algorithms and the proposed method. The
finding supports the idea that the RC6 + Henon Chaotic Map Method has the highest value of entropy, thus increasing
its resistance to statistical attacks. As can be noted in Tables I and Il, the suggested method continues improving upon
othermethods in high entropy and enhanced security attributes.

Table 1 Comparison between images with AES and proposed algorithms

Image | PlainImage | Cipher Image (AES) | Cipher Image (Proposed: RC6 + Henon)
1 4.1205 6.0129 7.9835
2. 5.8710 6.7214 7.9945
3. 2.3445 6.8682 7.9967
4. 5.8712 6.5910 7.9835

Table 2 Entropy comparisonwith different algorithms

Reference Entropy Value
[24] 7.997
[25] 7.991
[26] 7.998
[27] 7.990
Proposed (RC6+ Henon) 7.999

The proposed encryption scheme achieved entropy values closeto this ideal, confirming high security.

5.3 Correlation Coefficients

Correlation analysis helps examine the independence level of a given condition with predetermined factors [28], in
the images and their corresponding encryptions. An image should yield a low correlation on the amount of adjacent
pixels in the encrypted image, so that the structure of the initial picture is unrecognizable [16]. This relationship is
measured with the cross-correlation coefficient, and mathematically it can be expressed as [17]:

c nX;xV, — X X, X ¥
JEx) = Eord)

C represents the correlation coefficient, n is the total number of pixels in the image, xi is the intensity pixel in the
originalimage, and yiis the intensity pixel of the corresponding encrypted image.

The values of correlation coefficients between the original images and their AES-encrypted versions, as well as
those encrypted using the proposed RC6 + Henon chactic map, are illustrated in Table 3. The results determine that the
proposed technique performs much lower, suggesting that the encrypted images exhibit a more random and
unpredictable structure compared to encrypted images with the AES algorithmin terms of correlation values.

(4)

Table 3 Correlation coefficients

Im | Original | Origina| Original AES AES AES Proposed | Proposed | Proposed
Image (H) | IImage | Image Encrypted | Encrypted | Encrypted | Encrypte | Encrypte | Encrypted
(W) (D) (H) M) (D) d (H) d (V) (D)
1 0.8575 0.7647 | 0.7328 0.0417 0.0263 0.0056 0.0017 -0.0071 -0.0084
2 0.9823 0.9793 | 0.9605 0.0135 0.0052 0.0157 0.0014 0.0023 -0.0056
3 0.9140 0.8956 | 0.8616 0.0108 0.0097 0.0152 -0.0214 -0.0093 0.0063
4 0.9815 0.9871 | 0.9678 0.0017 0.0051 0.0034 0.0015 0.0025 —0.0055

The low correlation coefficients that obtained fromthe proposed method determine that the pixel intensities in the

ciphered images are very uncorrelated, confirming that the RC6 and the Henon chaotic map approach provide a
stronger security comparing with AES aproch. This randomness is definitive in avoiding statistical attacks and to
ensure the confidentiality of the medical images. Table 4 presents the correlation coefficients between various widely
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used encryption methods with the proposed approach. As realized, the proposed approach achieves good results and
validates its effectiveness in decorating image pixels and preventing statistical patterns.

Table 4 Correlation coefficients of the encrypted images by using differentalgorithms

References H V D
[31] 0.0092 | 0.0203 | -0.0073
[32] 0.0086 | -0.0027 | -0.0013
[33] -0.0021 | 0.0027 | -0.00032
Proposed (RC6 + Henon) | -0.0142 | 0.0018 | -0.0015

The medical images naturally hold a strong correlation between the adjacent pixels. The proposed approach
reduces thatbetweenneighboring pixels, as shown in Fig. 5, to ensure better security against variance attacks.

=] ] /

L L
| i

FIGURE 5 Comparison of adjacent pixel correlation distributions for the original image and itsencrypted versions using
AES andthe proposed method

5.4 Key Sensitivity Analysis

The critical characteristic of any encryption scheme is the robustness and unpredictability of its secret keys [34].
The encryption algorithm must exhibit an appropriately large key space to resist brute-force attacks [35]. The proposed
encryption scheme integrates the Henon chaotic map and the RC6 block cipher to contribute to the vastness and
complexity of the key space. The Henon map introduces two control parameters, X0 and a, that represent the double
precision floating point numbers, and resilient approximately 1014 possible values for each parameter. Therefore, the
chaotic key spacealoneapproximates to (1014)2= 1028 =~ 293.

Compared to AES (2'%#), RC6 uses a 512-bit user-defined key, expanding the key space to about 222 and
significantly enhancing resistance to brute-force attacks. Key sensitivity is confirmed, as slight changes (107°) in
Henon parameters cause decryption failure and severe distortion, demonstrating high sensitivity to initial conditions
and strong security [18].

(a)

FIGURE 6 Key sensitivityanalysisof the proposed algorithm. (a) Decrypted image usingthe correctkey. (b)
Decryptedimage with x0+10-10. (¢) Decrypted image with a+10-10
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6. Conclusions

This study introduces a hybrid image encryption scheme that combines the RC6 block cipher with the Henon
chaotic map to achieve high security and efficiency. RC6 improves confusion and diffusion, while the Henon map
enhances key nonlinearity and unpredictability. Experimental results show superior histogram uniformity, reduced
pixel correlation, high entropy (=7.999), and strong key sensitivity compared with AES-based methods. The large key
space (~22%) provides strong resistance to brute-force attacks, and even slight key variations cause decryption failure.
Overall, the proposed approach offers an effective solution for the secure transmission and storage of medical images in
modern healthcare systems.
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