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ABSTRACT: Due to The rapid expansion of Intemet of Things (IoT) technologies in many different fields in our
lives has led to critical challenges of service security, also while most notably the risky threat of malware. Despite
the many methods for detecting this malicious software, the resource constraints of loT devices remain a
fundamental challenge that reduces the effectiveness and operational capacity of these solutions. This study
conducts a comprehensive survey to identify effective detection strategies in resource-constrained environments
and aims to evaluate the feasibility of integrating Context Awareness with machine leaming and deep leaming
approaches to establish a detection system that adapts to device resources and network conditions. This study
highlights the fact that most of today's Al solutions are fundamentally defective: while highly accurate, they are
unable to adjust and continuously leam to adapt to modem malicious pattems over a long scope. In this survey, we
introduce our view, the main reason for this weakness is the omission of the context-awareness factor. and we will
provide insights and criteria for designing lightweight, context-aware Al models to achieve the perfect balance
between detection accuracy and model flexibility and incremental learning in resource-constrained loT
environments, to counter advanced threats.

Keywords: IoT, Al Context-aware, Continual learning, loT Malware Detection, Lightweight and Resource-

Constrained Devices

1. INTRODUCTION

The massive progress in Intemet of Things (IoT) devices and their multiple uses in various aspects of our lives has
highlighted the importance of IoT systems as an ideal solution for continuous communication between things and
people [1]. The scope of IoT systems has evolved to include healthcare systems and smart cities to improve user well-
being [2]. Some estimates indicate that the number of 10T devices will double over the next decade [3], reaching tens of
billions in industrial and home use [4]. This highlights the need for innovative and effective security solutions to ensure
the continuous operation of these devices [5]. Due to their increasing and rapid expansion, 10T devices are now a major
target for cyber-attacks, including malware, spyware, and distributed denial of service (DDOS) attacks [6]. For this
reason, critical infrastructure systems are vulnerable, making them a prime target for advanced cyber-attacks [7].
Recent studies show that loT malware detection systens work best when the detection model is accurate and the
system can understand the context of the environment and device, adapt to changing resource needs and processing
loads, and stay strong against new types of cyberattacks and changing systemconditions [8].

This study highlights the gaps that previous studies have suffered from[9-11] in three main areas:

1. BExisting models cannotadapt to new threats because to few models thatsupport continuous learning.

2. Lack of contextual awareness or poor application, which is essential to understanding the nature and behavior of
each device.

3. the penury of real-world dataset availability because many studies lack datathatreflect the diversity of scenarios
and devices, which weakens the generalization of results.
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This study makes the following contributions:

o We survey the previous studies that support malware detection models and methods in a resource-constrained
loT environment.

¢ We integratethe principles of continuous learning and contextual awareness to enhance malware detection.

o We proposed a Standardized classification of malware in an IoT environment, and we compared the
performance ofthe loT software dataset.

2. Systematic Review Methodology

The systematic reviews aim to measure precisely Al tools used for malware detection in the Internet of Things
space, especially under conditions where systens leam constantly, maintain awareness of context, and face limited
resources. To uphold the high standards of transparency and accuracy essential for systematic reviews of this caliber,
we dedicated ourselves to the selection and analysis process guided by the PRISMA 2020 protocok (Preferred Itens
for Systematic Reviews and Meta-Analyses). This Al model shows potential in various fields, including healthcare, law
enforcement, public safety, and education. To maintain the required standards for high -quality systematic reviews, our
teamcommitted to the selection and analytical process aligned with the mentioned methodology.

2.1 Sources of Data and Search Methodology

This research focused on contemporary studies and research published between 2021 and 2025 in prominent
academic sources (IEEE Xplore, ACM Digital Library, ScienceDirect, etc.). and used integrated keywords phrases
employed were: "loT Malware Detection” AND "Resource-Constrained”, "Continuous Leaming” AND "loT Security",
and "Context-Aware Al" AND "Lightweight Model".

2.2 Inclusionand Exclusion Criteria

Papers that addressed Al modek for malware detection in 10T and explicitly discussed performance challenges in
resource-constrained environments, or Continual leaming and Context-Aware mechanisis, were included. Papers that
did not directly address malware or that did not meet the specified time frame were excluded.

2.3 Paper Selection Process (PRISMA Flow)

The search led to 129 results exclusively from databases. Prior to screening, 44 records were eliminated: 31
duplicates, 0 deemed ineligible by automated techniques, and 13 discarded for altemative reasons. Of the 85 records
available forscreening, 23 were rejected based on title and abstract evaluation. 62 records were requested for retrieval;
1 report was unobtainable, resulting in 61 reports evaluated for eligibility. No additional reports were deleted at this
phase. A total of 61 published research publications and one technical report were incorporated into the review. The
PRISMA flow diagramillustrates the entire procedure shown in Figure 1.
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3. Background
3.1 The “Internetof Things (IoT)”

The "loT" is a massive network of inter-connected physical devices with different topologies, which enable the
transmission of data among the devices and central servers or users [12]. This evolution is considered one of the main
drivers for digital transformation in various fields, such as smart homes, transportation, and smart cities [13], which
offers living standards with cost reduction and better performance [14]. It does that by sensing and processing data
from its environment and then makes decisions and takes actions either autonomously or semi-autonomously [15].
Examples include autonomous vehicles and smart homes, which have changed our lifestyles and the way we relate to
technology [16].

3.2 Types of the “Internet of Things” by Domain

Depending on their usage, the “loT” is categorized nto two brad types: Consumer IoT, including personal
devices, smart homes, and wearable devices, and Industrial & Critical 10T, involving applications in the healthcare
sector, agriculture, smart cities, and smart vehicles [17]. The categorization of the “Internet of Things (IoT)” is depicted
in Fig. 2.

Internet Of Thinks (IoT)

1 1 |
Industrial & Consumer IoT
Critical (CIoT)
1 1
I 1 1 1 I 1 I 1 1
IndustrialloT Healtheare [oT . Agriculture Vehicles & Military IoT Smart Personal .
(o) {ToMT) Smart Cities IoT Transportation (MIoT) Homes Devices ‘Wearables

FIGURE 2 illustrate Types of loT and classification in areas[18]

Onesuch less talked loT application in academic research or open academic literature is the Military 10T (MIoT),
an important extension of intelligent systems in combat and critical environments. This kind is based on state -of-the-art
technical equipment, including drones or remote sensing technology, as well as protected military communications
systems that require a resilient OS to hostile environments and the corresponding architecture security [19].

Specialized MIoT domains such as Intemet of Things on the Battlefield (Io0BT)demonstrate capabilities to directly
engage in dangerous military scenarios [19]. This involves integrating robots, including ground and aerial vehicles, as
well as the Soldiers as Sensor Nodes (SAM) system, which improves operations in the field. It ako includes smart
logistics systems (SML) [20], command, control, communications, and information systens (C4ISR) [21], advanced
cyber defense systems, as well as naval and aerospace applications. These contemporary systems demand high
security, advancedtechnology, anda vicious kind of operational autonomy [22].

4. Architecture of Internet of Things (1oT)

A conventional Internet of Things (loT) architectural scheme is established based on a multi-layer model, which
can help us describe andanalyze the parts and relationships inside a system. [23]. The details shownin Table 1 [24]:

Table 1 Internet of Things’ architecture [24]

Layers Sub-Layer Key Features Key Technologies

Application loT Applications Handheld Devices, Terminals,  Cloud  Comnputing,

Layer Application Support Layer and User Interface Middleware, M2M,
Service Support
Platform

Transmission Local & Wide Area Network Connectivity Establishmentand Internet, Wi-Fi,

Layer Core Network Information Transmission GPRS, ad-hoc

Access Network Network
Perception Perception Network Sensing, Identification, RFID, WSN, GPS,
Layer Percention Nodes Actuation,and Communication  Bluetooth
P Technologies
Network Physical and Information Security Management Trust Management
management
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4.1 Perception Layer

The perception layer has the duty of collecting information from the environment through sensors and devices. The
Internet of Things ako encompasses a variety of interactions, including those between devices, called M2M
interactions; between users and devices, which are both H2M and M2H interactions; and at times between humans,
referred to as H2H interactions, through 10T platforns in general [25]. The described pattems stand crucial in building
Internet of Things applications, since many depend on the capability of devices to make their own decisions or alert
service users where needed, while also offering a flexible interactive interface to enhance communication among all
parties involved[26].

4.2 Network Layer

It forwards data collected from the embedded environment to the processing center for analysis and decision
making, which in turn issues instructions accordingly 1di[27].

4.3 Application Layer

The application layer supplies interactive services to end users based on the intended use. It signifies the ultimate
output of preceding operations inside the Internet of Things architecture, delivering the user the aggregated and
analyzed data outputs. This architecture improves integration, security, and communication efficacy among system
components [28]. These devices are categorized depending on their interaction within 10T -based solutions [29]:

1. Machine-to-Machine (M2M) Interaction

This type of interaction between devices to direct communication between them. Objects autonomously
communicate and interact with their surroundings to gather, analyze, or transmit data to a central system. Examples of
this type include environmental sensors (a temperature sensor sends a signal to a cooling device to operate it) [30]. This
typeis mostcommon in 11oT (Industrial Internet of Things) systems and smart cities.

2. Machine-to-Person (M2P) Interaction

This interaction includes devices or objects interacting with the surrounding environment and sending their data to
humans. The human interacts with the machine or device via voice commands or a control panel. Examples include a
fire alarm systemthat sends notifications to a phone or adjusts the lighting using a mobile device [31].

3. Person-to-person (P2P) interaction

Although this type does not directly represent the “Internet of Things,” it pertains to interactions wherein
individuals utilize an Intemet of Things platform for communication. It is an indirect interaction via a smart
intermediary and is oftenpart of healthorsocial systems [29].

4.4 1oT Malware

Privacy and cybersecurity have become crucial parts of building technological frameworks, hence determining the
level of society's trust therein [32]. One of the loT devices' risks involves malware; it represents a new category of
cyberattacks against the smart networks in the 10T environment [33]. It has the intention of delegating control systers
and distorting sensor information to avoid the detection of the system by changing and repeating system commands
[34]. The intrusion-based threats are mainly in 10T systems since they make use of variable behavior to mask
themselves in typical traffic patterns [9].

45 loT Malware Classification

Malware class is key for knowing about attack pattems and how they work, which helps to build strong defense
[35]. This class, as seen in Figure 3, covers malware fully for Intemet of Things (loT) with eight main topics. These
eight aspects showhow varied malware is and list: how it spreads, who it hits, what it does, what gadgets get infected,
how it acts andthe methods it uses, how it changes, and what stage theattack s at [35-41].

These eight parts create many issues for Al systems, especially where resources are low. For example, studying
parts like malware's actions or type of victim gadget (like 10T took) needs smart and high-cost checking methods.
Detecting hidden actions or those that use simple protocok such as MQTT/CoAP & even harder. These limits on
resources make big models difficult to use and require strategies that focus on making calculations easier, which is a
main security issue. Besides the lack of resources, there is another limit in making sure of strong security that lasts.
Factors like how it works and how adjustable show the failures of fixed models. New forms of malware that change or
act differently put much pressure on Alsystens. Threats are always changing, and it is not feasible to always train the
whole system from scratch (because of time and cost), which shows the need for ongoing leaming as a key part for
fighting the entire chain of I0T threats [42,43].
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5. Al Techniques for loT malware detection

The Attificial intelligence technologies, especially machine learning, provide an advanced framework for detecting
malware in an loT environment, as traditional methods rely on fixed timings or instructions [6]. A.l. facilitates the
examination of end-to-end network data, identification of complex pattems, and automatic adaptation to emerging
threats, which is essential for handling zero-day malware and attack mutations. and for Al to achieve sustainability in
the diverse and resource-constrained loT sector, models need to progress and move from static learning to include
continuous adaptationand contextual perception [7].

5.1 Machine Learning in Malware Detection

Machine learning, which s an essential component of artificial intelligence, contributes crcially to the
identification of modem malware [34]. Traditional machine leaming techniques such as “random forests” and “support
vector machines” continue to contribute significantly to the settings of resource-constrained IoT because they can
provide a good balance between computational efficiency and satisfactory performance [44,45], especially when they
are designed as low-power modek [20]. Nevertheless, even these traditional algorithirs, with their minimal
computational requirements, are found lacking. This limitation implies that the models have to be entirely retrained,
which would be expensive and not sustainable to address new attack pattems, hence indicating that there is a substantial
gap in the achievement of long-term sustainable security, more so when compared with dynamic models like
reinforcement learning [46].

5.2 Supervisedlearning

Supervised leaming is a major paradigm for artificial intelligence where modek are trained on pre-labeled data o
classify files as malicious orbenign based on certain patterns.[39][46] While efficient in detecting defined malware, the
need for large, high-quality, explained datasets is a serious limiting factor in 10T, specifically when it comes to finding
and modifying zero-day malware or new malware.[7] In this sense, this approach inherently lacks the ability for true
continuous leaming required by permanent security, as traditional supervised learning-based detection modek face a
serious limitation due to their inability to adapt themselves to newly emerging or zero-day threats without full
retraining, which & at odds with the strict cost limitations on hardware/energy resources [7]. However, discussion of
the algorithms shown in Table 2 is necessary since many of them remain preferable due to the negligible computational
costat inference time, achieving a goodtrade-off between efficiency and resource utilization in real-time models.

Table 2 Main Supervisedlearning algorithms

No. Algorithm Description
1 “RandomForest(RF)” Good accuracy with reasonable execution speed.
2. “Support Vector Machines (SVM)” Especially effective with high-dimensional data.
3. “Decision Trees (DT)” Low power consumptionand easy deployment
4. “K-Nearest Neighbors (KNN)” Simple and effective, but slower with large datasets.
5. “Gradient Boosting / XGBoost” High accuracy but higher resource consumption.

The comparison review of the supervised leaming algorithms for malware detection in loT (Table 3) identify the
merits and demerits of these algorithrs according to the resource limitation situation. Other algorithims weren't able to
achieve such high accuracy, eg, XGBoost and Decision Tree ako displayed a good performance across the board but
reached only 98-99% [45][47]. Decision Tree algorithm s considered as a relatively well-balanced between
performance and efficiency, thereby needing only little computational resources with implementation on resource-
constrained “Intemet of thinks” devices [45], but models like “Support Vector Machine” or “k-Nearest Neighbor” was
found less efficient forseveral reasons like such as their lower classification accuracy or higher computational cost, its
impracticality in real-world loT environment where its great volume of data produced to meet the time constraint
demand [44][48]. The most interesting observation from this figure is the existence of two large glitches for all
supervised learning methods:

1. No continuous leaming: Nowhere in the literature were any of the reviewed studies [43-47] developed with
forms of continuous learning, which means all ML modek are static, needing to be retrained from scratch; using
significant resources when attempting to adapt for new or evolving threats, thereby compromising their long-term
sustainability.

2. Lack of contextual awareness: The algorithms appeared to be unable to take the operational context (e.g., type
of device, availability status, and traffic load of the affected network elements) into account. The lack of flexibility
limits the capability of the model to improve resource efficiency and perform strongly in various loT environments.
Finally, although supervised leaming algorithms are indispensable in certain scenarios in terms of their simplicity and
computational efficiency (eg., decision tree algorithm), we argue that the absence of an updating mechanism and
allocation-aware with these traditional ones make them imperative to evolve fromtowards a more dynamic, sustainable
artificial intelligence solutions.
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Table 3 Comparative of “SupervisedMachine Learning” Algorithms for “Internet of Things” Malware

Detection
: Continual Context-
Ref. Algorithm Strength Limitation Best Use Accuracy F1-score Computational Learning Awar(_e .
Case Cost Capabili
Support
ty
43  Random High detection Slower Detecting 93% 91%  Medium No No
Forest (RF) accuracy on loT  prediction on malware in
malware large datasets; synthetic &
datasets; robust limited real l1oT
to imbalance optimization for  datasets
loT devices
44 Support Good precision High Binary loT 83% 83% High No No
Vector on small/clean computational malware vs
Machine 10T -23 subsets; cost; not benign traffic
(SVM) efective binary  scalable for classification
classifier large 10T flows
45 Decision Tree Simple, Prone to Lightweight 98% 98% Low No No
(DT) interpretable, overfitting; loT malware
fast training slightly less detection on
accurate than constrained
RF devices
46 K-Nearest Easy to Very high Small-scale 90% 90% Very High No No
Neighbors implement, inference cost; or lab-
(KNN) intuitive memory- controlled
intensive loT malware
classification
47  XGBoost/ Very high Training is Multi-pattern 99% 98% High No No
Gradient accuracy; robust  slow; itrequires  loT malware
Boosting against heavy detection
overfitting; parameter (CIC-
strong for multi-  tuning 10T 2023, 10T -
class loT 23)
malware
98% 98% 99% gg04
93%
Jtk 90% 90%
83% 83%

Random Forest (RF)

Support Vector

Machine (SVM)

Decision Tree (DT)

K-Nearest Neighbors

(KNN)

mAccuracy mF1-score

XGBoost / Gradient

Boosting

Algorithm Computational Cost Continual Learning Context-Aware
Support Capability
Random Forest (RF) Medium No No
Support Vector Machine (SVM) ILligh No No
Decision Tree (DT) Low No No
K-Ncarest Neighbors (KNN) Very High No No
XGBoost / Gradient Boosting High No No

FIGURE 4 Metrics Evaluation for Main Supervised Learning Algorithms in loT Malware

37



Sattar J. J. Yahya and Baraa I. Farhan, Al-Salam Journal for Engineering and Technology Vol. 5, No. 1, (2026), p. 31-48

5.3 Unsupervised learning

In contrast to supervised leaming, unsupervised learning does not depend on labelled data; it examines the intrinsic
structure of data to uncover concealed pattems and anomalies. [42]. This is an important necessity for identifying zero-
day attacks, and to identify unfamiliar malicious activities that differ from typical data behavior and without the need
for prior awareness of specific attack signatures [6,7]. More importantly, the one we will discuss in this section is
unsupervised learning algorithms, where modek specifically enable Intemet malware to detect things that are not
previously trained on [46]. And because unsupervised learning focuses on detecting anomalies, it can aggregate similar
unknown threats [46], thus providing a superior basis for continuous adaptation compared to supervised leaming
models that are static. but the effectiveness of unsupervised leaming in loT depends entirely on its computational cost

and ability to maintain performancewith minimal resources.

Table 4 main unsupervisedlearning algorithms

No. Algorithm Description
1 K-Means Clustering for groupingsimilar patterns
2. DBSCAN for detecting irregularly shaped clusters
3. Self-Organizing Maps for drawing low-dimensional maps thathelp uncover patterns
(SOM)
4. Isolation Forest very effective at detectinganomalies

In an effort to address the dynamic security challenges posed by loT environments, unsupervised learning
methodology is emerging to detect malware and emerging threats. However, the choice of the optimal algorithm in this
context is governed by a critical trade-off [47].

A relative search of unsupervised learning methodologies for identifying loT malware (Table 5 and Figure 5)
reveals a clear trade-off between detectionaccuracy and computational cost.

Table 5 Comparative Analysis of UnsupervisedLearning Algorithms for Continual and Context-Aware loT

Malware Detection

Supports Context-
Ref Algorithm Strength Limitation Best Use Case Accuracy F1-score Computational Continual Awa_r ¢
Cost . Capability
Learning?
Optimized for .
heterogeneous Sensm\_/etq . Reported 0 Moderate; tree-
Isolation and streaming contamination Intrus!on/malware 96-98% on 95% based ensemble
48 . ratio; performance  detection in lloT (reported N No No
Forest 10T traffic; . lloT optimized for
robust anomaly depends on : streaming data datasets streaming
- parameter tuning
detection
Effective in
detecting Requires careful
. B Low to
arbitrary-shaped  tuning of € and Malware anomaly moderate
49  DBSCAN attack clusters; MinPts; detection in loT-23 94-96% 92% ) No No
S (density-based
works well on scalability issues traffic clustering)
the 10T-23 on very large data
dataset
Simple,
K-Means scalable, fast; Struggles with Large-scale loT Low
50 . achieved good noisy or non- malware detection 95-97% 94%  computational No No
Clustering - . .
detection on loT  spherical clusters and traffic clustering cost
malware traffic
Strong Hybrid 10T attack
SOerI;;\nizing nmoanplrlJ?sgr. High training cost; ?:;f:it:;n with deep High (neural Partially
’ i 0, 0, ini -
L Maps efective when ool UL (CicioT 2023, NsL- 09 29 taning " No 253;2;"
(SOM) combined with KDD, UNSW-
deep learning NB15)
Good for zero- Sensitive to kerel
day and one- .
One-Class  class anomaly parameters; loT malware High (quadratic
52 A computationally detection with 93-95% 91-93% - No No
SVM detection in h | limited label complexity)
loT: handles eavy on large imited labeled data

unseen threats

data

Hybrid models combining Self-Organizing Map (SOM) algorithms and deep leaming techniques attained optimal
performance, with an accuracy of 99.99% [51], thus demonstrating their effectiveness in analyzing complex and non-
linear data traffic. Nonetheless, this high execution comes at the expense of substantial training complexity and
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sensitivity, posing significant challenges for deployment on resource-constrained devices. Conversely, algorithms such
as Isolation Forest and K-means Clustering offer a better balance, achieving acceptable accuracy (95% to 97%) with
low to moderate computational cost [48][50]. This makes them more suitable for simple anomaly detection scenarios.
However, even robust algorithms like DBSCAN [49] and one-class SVM [52] suffer from parameter tuning sensitivity
and high computational complexity with large datasets, limiting their practical applicability. It is essential to
acknowledge that, notwithstanding the advantages of unsupervised leaming for detecting novel threats, this analysis
confirms that all current unsupervised learning techniques suffer froman inherent flaw:

1. Static adaptation: None of the studied algorithms were designed to support continuous leaming. They are static
modek that require manual updates or complete retraining, rendering them ineffective against the ever-evolving nature
of loT malware.

2. Missing contextual integration: These modek do not support the integration of contextual data (such as device
status or power level) to dynamically optimize resource consumption, which reduces their long-term effectiveness in
resource-constrained environments.

93%
One-Class SVM
95%

99%
99%

Self-Organizing Maps (SOM)

94%
K-Means Clustering
97%

92%
DBSCAN
96%

95%
Isolation Forest
98%

mF1-score mAccuracy

Supports Continual

Algorithm Computational Cost Tearning? Context-Aware Capability
Isolation Forest Medinm o Neo
DBSCAN Low o Neo
K-Means Clustering Low Mo No
Self-Organizing . § .
Maps (SOM) High Mo Partially (pattern-aware)
One-Class SVM High Mo No

FIGURE 5 Metrics Evaluation for Main Unsupervised Learning Algorithms in loT Malware
Detection

5.4 “Reinforcementlearning”

“Reinforcement learning” denotes a highly dynamic type of attificial intelligence, in which a model, known as an
agent, interacts with its environment to learn optimal actions through rewards and penalties [53,54]. This iterative
methodology enables the model to continually enhance its defense strategy over time [55]. thereby increasing its
capacity to prevent or alleviate security breaches predicated on its past interactions [56]. Due to its unique
characteristics, reinforcement learning is considered the most promising approach for achieving sustainable security, as
its core principle supports both continuous learning and context awareness. The agent can adapt its actions based on
evolving threat behaviors and the real-time operational state of the 10T device. Despite challenges such as the difficulty
in defining the leaming environment and high computational costs [57], its potential for achieving long-termresilience
led us to categorize its algorithms into the main learning categories, as shown in Table 6.
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Table 6 Reinforcement Learning Category and Algorithms

Environment/ Use

Main Category Algorithm Description / Principle Case Reference
Updates Q(s,a) to approximate the expected
“Q-Learning” return; does not necessitate an General RL problems.  [56]
environmental model (model-free).
Similar to Q-learning, but updates based on Safer learning, where
“Value-Based SARSA the current action taken; more conservative exploration must be [56]
Methods” and accurate in estimation. controlled.
Integrates deep neural networks with Q- ci%rzﬁls?éfw Z'Igh'
DON learning to estimate the value function; nvironment [56]
handles high-dimensional states. environments €g.,
video games).
Monte Carlo Policy Gradient relies on full Foundation for policy
REINFORCE episode sampling to estimate gradients. gradient methods. [56]
Integrates value-based and policy-based General RL tasks:
Actor-Critic approaches: the actor modifies the policy bridge between value [56]
“Policy-Based while the critic assesses value.. and policy learning.
Methods” . . - . L .
etnods PPO Simplifies and stabilizes policy optimization ~ Robotics, complex [56]
using a clipped objective. control, and gaming.
L Safe training in
TRPO Ens_ures stable up_dat_es by constr_amlng unstable [56]
policy changes within a trust region. .
environments.
Asynchronous agents running in parallel
A3C update a shared global network, improving fl;;{ge scqle_ tasks, [58]
- er training.
speed and stability.
. Lo Simpler
A2C A synchronous version of A3C; waits for_ all implementation, stable  [58]
agents to collect experience before updating.
but slower.
Advanced Actor- Uses deterministic strategies within Continuous control
Critic DDPG continuous action spaces with actor—critic (robotics, robotic [58]
networks. arm).
TD3 Improves DDPG employing dual critics and ~ Continuous control (58]
deferred updates to reduce overestimation. with more stability.
Introduces the maximum entropy principle, High-sample
SAC encouraging exploration and avoiding efficiency tasks; stable  [58]
premature convergence. training.
Combines model-free learning (trial-and- . ; .
Dyna-Q error) with model-based planning by Hyb.”d enwropments, [59]
. - - efficient planning.
simulating experiences.
Model-Based Optimizes policy using simulated rollouts
Methods MBPO (Model- P policy using Balances efficiency
. from learned environment models, .
Based Policy and model error; [59]

Optimization)

combined with model-free methods (e.g.,
SAC).

robotics and control.

5.5 Deep Learning in Malware Detection

Deep learning changed how we check network traffic and find bad patterns in 10T networks. It can pull out big
data features on its own, so no need for humans to look for them [13]. We can mix types of neural networks, such as
CNN (best for spatial details) and LSTM (best for time-based data), to make finding bad pattems better. This was
shown in the 1oT-23 list [39]. But using these modek can cost a lot of resources. This is a real problem in loT
networks, where resources are tight [11]. It raises key questions: Can these modek keep up with the need to save
resources? Can they change their methods as needs change? These questions are key to saving resources. Table 7 shows
the top 'deeplearning algorithms'.

Table 7 The “DeepLearning Algorithms”

Algorithm Description/Principle Environment / Use Case Reference
CNNs (Convolutional Use convolutionand pooling layers  Image and video recognition; visual [51[11]
Neural Networks) to extract spatial features fromdata. pattern analysis.
RNNs (Recurrent Neural Process sequential/temporal data Natural language processing, [11][60]
Networks) while retaining previous context. sequential data tasks.
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Algorithm Description/Principle Environment / Use Case Reference
LSTM (Long Short-Term  Specialized RNNs using gatesto Time-series forecasting, text [11][61]
Memory) retain long-termdependencies and processing.
mitigate forgetting.
GRUs (“Gated Recurrent A simplified version of LSTM with  Sequential data tasks with limited [11]
Units”) fewer parameters and lower resources.
computational cost.
GANSs (Generative Consists ofageneratoranda Image generation, data [11][62]
Adversarial Networks) discriminatorengaged in augmentation, creative applications.
competition to generate authentic
synthetic data.
Autoencoders Compress input into a latent Dimensionality reduction, [11][62]
representationand reconstruct it; denoising, anomaly detection.
used forunsupervised tasks.
Transformers Use self-attention to model NLP, large-scale models (e.g., [39]
relationships in sequential data BERT, GPT).
efficiently; the foundation of
modern language models.
GANSs Generator—discriminator setup, Data augmentationandadversarial [13], [37]
adversarial modeling. loT malware detection.
Multimodal Deep Integrate multiple modalities (text,  Cross-modal analysis, multimedia [37]

Learning Models image, audio) into one model to understanding.

learn shared representations.

The comparative analysis of deep leaming algorithms (as shown in Table 8 and Figure 5) confirms their superior
ability to extract complex pattems from loT data traffic. Modek such as RNN and LSTM demonstrated exceptional
capabilities in capturing sequential relationships, achieving high accuracy and F1 scores exceeding 98% [60,61].
Transformer-based modek showed the best results ever, with near-perfect accuracy (around 99.4%) [63]. Ako
unsupervised machine learning techniques, such as autoencoders, have excelled at detecting anomalies while
consuming few computing resources [62].

However, our analysis shows a clear trade-off that cannot be overcome in real-time, which is performance versus
sustainability. Complex modek have high accuracy, but algorithms like RNNs, LSTMs, and transformers require very
high training cost and very large memory, which makes its application completely impractical on resource-limited loT
devices [60][63]. Even the most suitable models, like CNNs, for restricted devices after dimension reduction [5]. still
cannot manage to sustainably optimize the performance. The most essential and obvious conclusion from this analysis
is the inherent static nature of current deep learning models, as proven in two important points:

1. Lack of continuous leaming: Despite the sophisticated architecture of these modek, none of the analyzed models
supported continuous leaming. This means that they need a complete retraining to adapt to any new threat that emerges,
which is not practically possible for devices thatare constantly running and have low power.

2. Highly contextual cost: Although transformed modek may exhibit promising results conceming contextual
learning [63], featuring their ‘attention' mechanism that i considered to foster contextual awareness, huge
computational requirements make leveraging this feature difficult to implement in resource-constrained loT
environments.

Our analysis clearly indicates that, for sustainable security in loT, there is a clear need to move away from
traditional deep learning modek and toward light and adaptable models that can manage system resources with high
efficiency while considering the operational context.

5.6 Hybrid Malware Detection Models

Hybrid took are key efforts to fill these past gaps by blending the strengths of detection ofsome tools versus others
and compensating for their weakness. The blend of signature and anomaly-based detection with machine learning took
shows asuccessful method for fighting back against both old and new attacks [9]. Context-aware models, often blended
with deep leaming structures such as CNNs and rules of statistics [10]. appear to perform well in balancing between
adapting and the higher levels of performance needed to work in the open loT world. Still, it must be said: while these
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hybrid took improve their detection coverage and contextual awareness, most still lack Continuous Leaming built in,
which leaves their long-termability to fight the constantly shiftingworld of loT malware vulnerable.

97.70%
Autoencoder
99.90%
GANs S
GRU i
LSTM 98.60%
98.80%
RNN 96%
98.20%
CNN 97.10%
98.50%
B F1-score MAccuracy
Algorithm Computational Cost Supports Continual Learning? Context-Aware Capability
CNN Medium No Low
RNN Medium No Medium
LSTM Medium No High
GRU Medium No Medium
GANs High No Medium
Autoencoder Low No Medium

FIGURE 6 Metrics Evaluation for Main Deep Learning Algorithmsin loT Malware Detection

Table 8 Comparative Analysis of “Deep Learning Algorithms” for Continual and “Context-Aware” IoT

Malware Detection

. Supports Context-
Ref. Algorithm Strengths Limitations Best Use Accuracy F1-score Computational Continual Aware
Case Cost P .
Learning? Capability
Strong spatial
feature extraction; 10T-23
teﬁt(:-\geas:az High training dataset
BL - cnn malware cost; limited malware 98.50%  97.10%  Medium No Low
[11] classification: temporal detection ' '
robust with ’ modeling. (Mirai/Gafg
ensemble yt botnets).
methods.
Captures . loT
sequential S;ﬁ?;ﬁmg malware
[?101]] RNN ggz;?iﬁgcégs’ slower training; ;ﬁi;?;sis 98.20% ~96% Medium-High No Medium
evolving IoT 2<I)?1?elrexi i (time-
attack patterns. plexity. series).
Handles long-term
[61] dependgncies; [':Aagarr?leters than Icc:>I‘I'CZ-023 . . .
[11j LSTM proven in loT GRU: higher botnet 98.80% 98.60%  Medium-High No High
<r;1eétile\(l:vtiii$1 computation. detection.
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Best Use Computational Supports Context-
Ref. Algorithm Strengths Limitations Accuracy F1-score P Continual Aware
Case Cost - .
Learning? Capability
Lightweight May Sequential
compared to underperform loT traffic
[11] GRU LSTM,; faster vs. LSTMiin in 95-97% ~95%  Medium No Medium
convergence; very long constrained
fewer resources. sequences. devices.
Data
Synthetic sample Training augmentati
[13], GANs gen_eratlon, robu_st |nstab|||t)_/, high  onand _ >95% >95%  High No Medium
[39] against adversarial  computational adversarial
malware. cost. loT
detection.
Efficient N Real-time
unsupervised Sensitive to anomaly/m
[62] anomal threshold alware
. Autoencoder - y. tuning; may fail  detection in 99.90% 97.70%  Low—Medium No Medium
[11] detection; low :
; with concept loT
overhead; real- -
time capability drift. networks
) (BoT-loT).

5.7 Context awareness with lightweight models

Machine learning, deep learning, and hybrid methods seek to find malware threats in a fixed time frame [9]. This
has shown good growth in the world of 10T, where power, processor, and memory are very tight, and this is not
enough, and this is where the need for a good model that brings the best micromodels and deep model intelligence
arises [8].

To maintain safety, there must bea complete plan [22]:

1. Modek should be small and fast based on better algorithns, compact modek, and a correct way to extract
features [8] (as in study [2], where an accuracy of 91.9% was achievedwith very little memory use).

2. It requires both contextual awareness and continuous learning as a key to improving threat finding by looking at
changing matters such as time and how the device works [10] and being contextually aware to keep up with new risks
as they arise [22].

6. Conclusions

In this survey, we provide a comprehensive evaluation of Al-based malware detection techniques in the loT
environments and context-aware. We focused on reviewing the effectiveness of deploying modek in resource-
constrained environments and assessing their adherence to the principles of incremental (continuous), informed, and
context-aware leaming. While Al modek, particularly deep learning models, have achieved significant efficiency in
malware detection, our study reveals a fundamental flaw: most current solutions are inflexible and non -dynamically
changing. This limits their ability to adapt to emerging challenges without requiring extensive and costly retraining,
which weakens the long-term viability of these modek. Furthermore, a severe disregard for contextual information,
such as device conditions, environment, and operating pattems, weakens the detection accuracy and resource
optimization of Al model. Therefore, it is essential to address this fundamental flaw. Developing an innovative Al
model that facilitates continuous (incremental) learning and is context-aware of loT devices is critical, and an optimal
balance between detectionaccuracy and model efficiency is essential in resource-constrained loT environments.
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