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1.   INTRODUCTION 

In recent years, generative AI models have grown tremendously, particularly LLMs like GPT [1], Llama [2], and T5 

[3]. These systems can produce text that, in some cases, appears almost equally close to something that a human would 
write. Due to this remarkable skill, LLMs are being applied in various fields such as essay writing, automated 

conversations, coding help, and producing academic and educational content [4,5]. 
Despite their advantages, these models raise several serious concerns. Some of the biggest issues include security 

risks[6], fraudulent product reviews [7], trustworthiness of content [8], and academic integrity [9]. As these models 

continue to improve, it has become quite difficult and sometimes nearly impossible  [10] for the average person to 
determine whether a human or a machine wrote a text. In response to this challenge, researchers are working tirelessly to 
develop superior text detection systems and algorithms. 

In this regard, transformer-based models are not only powerful for language generation, but they also serve as the 
backbone for many detection approaches [11]. The power of these models comes from their ability to account for context, 

capture small details, and extract deep patterns [12]. Many modern detection tools rely on techniques, including 
Bidirectional Encoder Representations Transformer (BERT)[13], Robustly Optimized BERT Approach )RoBERTa([14], 
Distilled version of BERT )DistilBERT([15], and GPT, either through direct training (Fine-Tuning), using them as a 

probability generator (Perplexity-based), or extracting contextual representations. 
Prior reviews on AI-generated text detection (AIGTD) provide broad overviews but lack a unified evaluation 

framework, comprehensive multilingual coverage (especially Arabic), structured taxonomies for method comparison, 

and standardized benchmarks for accuracy, fairness, and explainability [16,17]. 
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This study aims to conduct an in-depth and systematic analysis of AIGTD. It analyzes the architecture of the models, 
classifies the methods, discusses current tools and applications, reviews the datasets used, and addresses current and 
future challenges in this field related to these questions: 

1. What are the main techniques used for detecting AI-generated text? 
2. How are these methods evaluated, and what results have been reported so far? 

3. What obstacles do current systems face, and what future directions are suggested in the literature? 
Despite extensive efforts in this field, several challenges remain for detection tools, including: Reduced performance 

when dealing with new or improved generation models that detection tools have not been previously trained on [18].  

Some detection systems can still be fooled rather easily. For instance, if the text is a little rephrased or edited. Performance 
in many other non-English languages also remains weak, notably Arabic, due to the limited size of the datasets and lack 
of other processing tools. The absence of a common and reliable evaluation standard makes it difficult to measure the 

accuracy and fairness of various detectors.  
This work is different from the many prior reviews that provided a broad overview of AI text generation detection 

and offers instead a structured comparison with a more useful taxonomy. The techniques described in this article are 
divided into four main categories: statistical techniques, watermark-based approaches, transformer-based neural methods, 
and hybrid models. In addition, the review assembles all relevant tools and data into one location to point out the research 

gaps, which were not addressed in previous studies, and highlight new research directions. 
The organization of this paper is as follows: Section 2 explains the technical background behind language models. 

Section 3 covers related work in the field. Section 4 describes the review methodology followed in this study. Section 5 

presents the different detection techniques and explains how each category works. Section 6 describes the major datasets 
used for AIGTD and analyzes their features. Section 7 reviews existing detection tools, Section 8 analyzes and the 

discussion finally section 9 summarizes the key challenges still facing the field, and provides future research paths to 
help improve detection systems and enhance their usability across different languages and contexts. 
. 

2.   THEORETICAL BACKGROUND  

2.1 TRANSFORMER ARCHITECTURE FUNDAMENTALS 

The architecture of the transformer, as introduced in the paper [19] “Attention Is All You Need” represents a 

paradigm shift from sequential processing artefacts to model artefacts based on attention that operate in parallel. The 
main innovation is the self-attention mechanism. The self-attention mechanism helps the model identify the significance 
of other parts as relevant while processing each part of the input. Figure 1 illustrates the architecture of the transformer 

1- Self-Attention Mechanism: The self-attention mechanism calculates the attention weights for each position within 
a sequence of all other positions. Given an input sequence, the mechanism generates three matrices: query (Q), key (K), 

and value (V). The attention output is computed as: 

Attention (𝑄, 𝐾,𝑉) = 𝑠𝑜𝑓𝑡𝑚𝑎𝑥(
𝑄𝐾𝑇

√𝑑𝑘

) 𝑉                 (1) 

where dk refers to the dimension of the key vector. This feature allows the model to effectively understand 
dependencies and relationships that are far apart. 

2- Multi-head attention performs multiple self-attention functions in parallel, with each acting on a unique linear 
projection of the original input: 

 

FIGURE 1 The Transformer model architecture [20] 
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MultiHead(Q,K,V) = Concat(ℎ𝑒𝑎𝑑1,… ,ℎ𝑒𝑎𝑑2)𝑊𝑂          (2) 

where each is computed as 

ℎ𝑒𝑎𝑑𝑖 = 𝐴𝑡𝑡𝑒𝑛𝑡𝑖𝑜𝑛(𝑄𝑊𝑖
𝑄

,𝐾𝑊𝑖
𝑘,𝑉𝑊𝑖

𝑉)                          (3) 

 

BERT is built entirely using the Transformer encoder architecture. It consists of a stack of N = 12 identical layers 
for the base model (N = 24 for BERT-large). Each layer comprises two primary sublayers: a multi-head self-attention 
mechanism and a position-wise fully connected feed-forward network. Residual connections are applied around each 

sublayer, followed by layer normalization. The output of each sublayer is computed as LayerNorm(x + Sublayer(x)), 
where Sublayer(x) represents the operation executed by the sublayer itself. Figure 2 illustrates the overall BERT encoder 

architecture, highlighting its stacked layers of self-attention and feed-forward networks. 

 

FIGURE 2 O verall pre-training and fine-tuning procedures for BERT 

RoBERTa uses the same transformer encoder architecture as BERT, but differs in training. It removes the Next 
Sentence Prediction (NSP) objective, is trained on much larger datasets, applies dynamic masking during training, and 

uses larger batch sizes with longer training times. These changes make RoBERTa more robust than BERT. 
DistilBERT provides a lightweight alternative to BERT while retaining most of its performance. It has the same 

transformer encoder architecture as BERT, but with a reduced size. It removes the token-type embeddings and reduces 
the number of encoder layers by half (six layers instead of 12 in BERT-base). DistilBERT is trained using a knowledge 
distillation process, where it learns to mimic BERT’s behavior, making it 40% smaller and 60% faster while retaining 

approximately 97% of BERT’s performance. 
ELECTRA [21] (Efficiently Learning an Encoder that Classifies Token Replacements Accurately) It is a pre-

training method for language models that trains a discriminator to detect replaced tokens rather than masking them, as in 

BERT, making it more efficient than BERT. 
GPT (Generative Pre-trained Transformer) uses only the decoder part of the Transformer architecture, unlike BERT, 

which uses only the encoder. GPT is designed for unidirectional (left-to-right) language modeling, in which each token 
can only attend to previous tokens. This makes GPT suitable for text -generation tasks. In contrast, BERT uses 
bidirectional self-attention, making it better suited for understanding tasks such as classification. 

GPT is trained with a causal language modeling (CLM) objective, predicting the next token, whereas BERT is trained 
with masked language modeling (MLM), predicting masked tokens in context. 
. 

2.2  THREATS POSED BY LLMS 

Even though LLMs can generate human-like text, they pose a number of risks and ethical concerns.  LLMs cause 

several issues that affect society, and many people may find it difficult to accept this. Some of the biggest threats are: (1) 
Misinformation and Disinformation: Powerful language models such as GPT-4, GPT-5, etc., can produce misinformation 
and disinformation that resembles genuine information. It makes it more likely that misinformation can cross platforms. 

It becomes more serious on the social media channels because information goes around so easily without checking 
[22,23]. (2) Academic Dishonesty: Using LLMs to write essays, do assignments, or produce scientific text poses a major 
risk to academic integrity [24].  (3) Malicious Use: Because LLMs are accessible to everyone, cybercriminals are no 

longer blocked by technical limitations from developing malware, spam, phishing emails, and social engineering content 
[25,26]. (4) Loss of Human Creativity: Relying too much on AI-generated content could slowly weaken human creativity 

in writing, journalism, and creative work in general. A lot of people talk about this problem, but honestly, it still lacks a  
strong academic investigation so far [27]. Despite the fact that this issue has received a lot of attention, academic literature 
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has not fully examined it. (5) Bias and Discrimination: Training data biases can be replicated and even amplified by 
LLMs, producing outputs that reinforce racial, cultural, or gender stereotypes. (6) Privacy Risks: Concerns regarding data 
leakage and privacy attacks arise because LLMs trained on massive datasets may unintentionally memorize and output 

sensitive personal data [28,29]. 
 

2.3  VARIATIONS BETWEEN AI-GENERATED AND HUMAN WRITTEN TEXT 

The field of research concerned with finding a way to become able to separate AI-generated text and human-created 
text is a significant one. Numerous notable differences in linguistic, stylistic, and structural properties remain. These 

signals are exploited by the detection methods. This is not one signal but various signals. (1) Perplexity and Predictability 
The perplexity of the AI-generated text is lower than that of the text generated by the actual writer. AI models write a 
word at a time using prediction, which results in a very predictable word flow. Hence, the predictability of AI-generated 

text. In contrast, human-written texts exhibit higher perplexity. Human thought process is less predictable, due to which 
we get plenty of sentence variation in sentence structure, vocabulary, and rhythm; It is known as ‘burstiness’[30]. This 

unpredictable quality is a central feature of real human writing. (2) Stylistic and Linguistic Patterns AI-generated text 
can feel “too clean.” It tends to have relatively good grammar, steady patterns of sentences, and fewer odd expressions. 
Writing by humans, in contrast, mixes tones and sentence lengths, and may often include a small mistake or two and 

some wording that is not too formal. People make more varied use of verbs and connectors, while the AI tends to repeat 
safe, common wording [31]. (3) Content and Depth AI may efficiently summarize and recombine information, but it 
cannot generate an original thought or deep reasoning. It may also confidently create false information, which is called a 

‘hallucination’. Human writers normally utilize real experience, personal knowledge, and evidence; an argument based 
on these is grounded and specific [32]. (4) Emotional Depth and Personalization. Finally, an important difference between 

humans and AI is the presence of emotions and personality. AI can generate text that appears emotional, but they don't 
actually have feelings, nor do they possess a voice. The writer brings together hard data and does not express lived 
experiences. Nonetheless, human writing has personal stories, opinions, and attachments that make the text relatable and 

real. A human reader may readily notice this personalization. Automated detectors have difficulty measuring such 
personalization, which is a key aspect [33]. Table 1 summarizes the key linguistic and statistical differences between 
human-written and AI-generated texts, highlighting features commonly exploited by AIGTD systems. 

Table 1 Comparison of Linguistic and Statistical Features between Human-Written and AI-Generated Text 
Feature Category Human-Written Text AI-Generated Text Relevance to Detection 

Perplexity Higher and more variable Lower and more uniform AI text tends to follow 
high-probability token 
paths 

Burstiness  High variability in 
sentence length and 
structure 

More uniform sentence 
patterns 

Low burstiness is a strong 
AI indicator 

Lexical Diversity High (rich vocabulary, rare 
words) 

Moderate, favors frequent 
tokens 

Stylometric discrimination 

Repetition Irregular repetition Subtle n-gram or semantic 
repetition 

Useful for n-gram and 
entropy-based methods 

Sentence Length Highly variable Moderately consistent AI prefers balanced 
sentence lengths 

Syntactic Complexity Inconsistent, may include 
errors 

Grammatically consistent 
and polished 

Over-regularity signals AI 
generation 

Error Patterns Typos, informal grammar, 
and idiosyncratic mistakes 

Rare surface errors, 
consistent grammar 

Error absence can indicate 
AI 

Discourse Coherence Natural but sometimes 
fragmented 

Globally coherent but 
locally generic 

Coherence over-
optimization 

Stylistic Consistency Style varies within text Style remains highly 
consistent 

Low stylistic variance is 
suspicious 

Hedging Language Mixed use Frequent use of safe 
phrases 

Risk-avoidance behavior 
of LLMs 

Token Probability 
Distribution 

Heavy-tailed Skewed toward high-
probability tokens 

Basis of likelihood-rank 
detectors 

Semantic Redundancy Low Moderate–High Over-explaining concepts 

Use of Idioms & Slang Natural and context-
specific 

Limited or overly neutral Weakness in informal 
language 

Creativity & Deviations Includes unexpected jumps Constrained creativity Limited exploration in 
generation 
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Editing Traces Inconsistent revisions Smooth and uniform Post-editing detection 
signal 

 

3.   RELATED WORKS 

With the rapid advancement of LLMs, detecting AI-generated text has become an increasingly significant and 
challenging area of research. Because of this, several review studies have tried to summarize and analyze the different 

techniques used in this field and how they are evolving.[34] The earliest survey focused mostly on simple and direct 
techniques using basic statistical patterns since the text was usually easier to distinguish, but once autoregressive language 
models appeared, the whole task became much more complicated, and traditional detection approaches were  no longer 

enough to handle the new level of fluency and coherence in generated text.[35] This study offered one of the early 
overviews of how to detect machine-generated text and served as a base reference for later work in the area. The authors 
grouped detection techniques into four main directions: traditional trained classifiers, zero-shot classification methods, 

fine-tuned language models, and approaches that combine both humans and machines in the decision process.[36] This 
work reviews the datasets created for identifying text written by ChatGPT and looks at the different detection techniques 

used with them. It also examines research studies that compare the writing styles of humans and ChatGPT. It examines 
the main language patterns that make it easy to distinguish between them. [37] The paper discusses several serious issues, 
including poor performance on out-of-distribution text, sensitivity to adversarial manipulation, difficulty making methods 

applicable in the real-world setting, lack of a strong evaluation standard. The authors also outline future research 
directions that could enhance the security and accountability of the detection systems. 
As shown in Table 2, previous survey studies on AI-generated text detection differ significantly in terms of scope, 

methodology, and limitations. 

Table 2 Comparative Analysis of Key Survey Studies on AI-Generated Text Detection 
Study 
(Ref) 

Year Taxonomy 
of Methods 

Tool 
Evaluation 

Dataset 
Inventory 

Methodology Limitations 

Beresneva 
[34] 

2016 Traditional 
(Statistical 
& ML-
based) 

No Partial Systematic Review 
(Short version) 

Outdated; focuses on 
Markov chains and 
simple spam; no 
coverage of LLMs. 

Jawahar 
et al [35] 

2020 Neural-
centric 
(Zero-shot, 
Fine-
tuning) 

No Yes Critical Survey & Error 
Analysis 

Pre-dates ChatGPT; 
strictly English-centric; 
lacks modern 
watermarking analysis. 

Dhaini et 
al. [36] 

2023 Model-
Specific 
(ChatGPT 
traits) 

Yes Yes Qualitative & 
Comparative Survey 

Too narrow; restricted 
only to ChatGPT; ignores 
other major LLMs 
(Claude, Llama). 

Wu et al 
[37] 

2025 Multi-
layered 
(Neural, 
Watermark) 

Yes Yes Taxonomy-driven 
Review 

Does not address 
computational/prohibitive 
costs; lacks focus on low-
resource languages 
(Arabic). 

This 
Study 

2025  

PRISMA-
compliant 

systematic 
review 
with 

unified 
taxonomy 

 

Yes Extensive comparative analysis of 
detection paradigms, 
dataset mapping, and 
structured identification 
of research gaps across 
languages and models. 

No model-level 
evaluation; focuses on 
approach-level 
comparison and research 
gap analysis. 

       

 

4.   SURVEY METHODOLOGY 

This systematic literature review adhered to the PRISMA 2020 guidelines to ensure transparent and reproducible 
reporting of studies on the detection of AI-generated text. This review targeted peer-reviewed journal papers, conference 

papers, and relevant preprints published from January 2020 to December 2025. Searches were conducted across seven 
major databases: Google Scholar, IEEE Xplore, SpringerLink, ACM Digital Library, arXiv, Scopus, and Web of Science. 
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The final search was completed on December 15, 2025. No language restrictions were imposed, though English-language 
publications were prioritized for accessibility. 

Search strings employed Boolean operators (AND/OR) to combine relevant terms, such as: ("AI-generated text" OR 

"LLM-generated text" OR "GPT-generated" OR "synthetic text") AND ("detection" OR "classifier" OR "identification") 
AND ("machine learning" OR "deep learning" OR "BERT" OR "statistical"). Complete search strings are detailed in 

Appendix A for full replicability. 
The inclusion criteria encompassed original research using statistical models, machine learning, deep learning, or 

hybrid approaches for detecting AI-generated text (e.g., from LLMs such as GPT or BERT), limited to 2020-2025 

publications. Exclusion criteria eliminated reviews, non-academic sources, commercial promotions, pre-2020 works, and 
irrelevant studies not focused on AI text detection. 

The screening process unfolded in four stages: (1) duplicate removal (n=100 from the initial 290 records), (2) 

title/abstract screening by researchers, (3) full-text eligibility assessment, and (4) final resolution of disagreements 
through discussion (inter-rater reliability kappa=0.82). At the full-text stage, exclusions included irrelevant methods 

(n=45), non-empirical works (n=35), and duplicates (n=20), yielding 90 included studies. 
Quality assessment was applied using the Mixed Methods Appraisal Tool (MMAT) v.2018 across six criteria, 

including methodology appropriateness and outcome reliability. Studies scoring ≥70% were retained as high quality 

(75/90 qualified); risk-of-bias ratings were low (n=62), moderate (n=20), and high (n=8), with low-quality studies 
excluded. 

Data extraction was conducted using a standardized extraction form to collect information on authorship, publication 

year, research objectives, detection methods, datasets (type, size, and language), evaluation metrics (accuracy, precision, 
recall, and F1-score), reported challenges, and future research directions. 

The updated PRISMA flowchart Figure 3 illustrates: 290 records identified, 100 duplicates removed, 190 screened 
(100 excluded), 90 full-texts assessed (all eligible post-quality check), resulting in 90 included studies. 

 

 
FIGURE 3 Study selection process of the systematic review 

5.   TAXONOMY OF METHODS FOR AIGTD  

After reviewing 90 studies in detail, we suggest a taxonomy for AIGTD that groups the main techniques into four 
categories: statistical and stylometric approaches, transformer-based models, watermarking methods, and hybrid 

strategies that combine more than one method.  
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5.1  STATISTICAL AND STYLOMETRIC METHODS  

Statistical and stylometric methodologies are among the earliest and most commonly used techniques for AIGTD. 
The main idea behind them is that even though modern LLMs write in a way that looks very human, their output still 

carries small statistical and stylistic “signatures.” By measuring these patterns, it becomes possible to determine whether 
a piece of text was written by a human or produced by a model. By quantifying and analyzing these characteristics, the 

detectors can differentiate between content authored by humans and that produced by machines.  
One common statistical approach is perplexity-based detection, which evaluates the ability of a language model to 

predict the next word in a sentence. Generally, AI-generated content has lower perplexity scores because it tends to follow 

highly probable sequences of words. In other words, the writing can appear a bit too predictable compared to human text, 
which usually has more variation and unexpected phrasing.LLMs often produce text with notably lower perplexity 
compared to human writing [38]. The other method used in the GPTZero Tool is known as burstiness. This refers to 

variations in the length and structure of sentences. Typically, human writing has more burstiness, with short sentences 
alongside longer ones. AI tends to make texts rhythmically and stylistically more similar compared to human writing, 

with varying levels of difficulty [39]. GLTR (Giant Language model Test Room) [40]is a statistical tool that uses 
statistical tests to check if the text is a model-generated or human-written text. The following tests were performed: (1) 
the probability of a word given its preceding context, (2) the absolute rank of a word in the predicted distribution, and 

(3) the entropy of the predicted distribution. The language patterns are exploited by these methods to identify the 
generation of artifacts. [41] The paper proposed DetectGPT, a new technique for detecting machine-generated text, based 
on the observation that LLMs produce text that occupies regions of negative curvature. It uses only log probabilities 

computed  
 

 
FIGURE 4 Three key research directions in AIGTD 

by another generic pre-trained language model (e.g., T5). [42] A technique that relies on the detection of reusable high-
order n-grams to identify LLM-generated documents has been proposed. This method works on the premise that certain 
n-grams occur abundantly within the output of large LLMS, resulting in a frequency distribution that is substantially 

different from typical human text. [43] The paper presents two novel approaches: DetectLLM-LRR, which employs log-
likelihood information for efficiency, and DetectLLM-NPR, which uses the normalized perturbed log rank for improved 

accuracy. 
Stylometric techniques measure the numerical characteristics of writing styles, such as vocabulary richness and 

punctuation usage, creating another option for detecting simulated text by AI and humans alike. [44] The article describes 

an algorithm that uses three types of stylometric features: phraseology, punctuation, and linguistic diversity to improve 
the detection of AI-generated tweets in Twitter timelines. [45] The authors suggest a feature-based detection method that 
uses a variety of intrinsic differences such as named entities, coreference chains, and part-of-speech distributions. [46] 

StyloAI employs thirty-one stylometric features and was subsequently trained using a Random Forest Classifier. 
Moreover, the model achieved an accuracy of 81% on the AuTextification dataset and 98% on the Education dataset. The 

analysis provides specific features, such as lexical diversity metrics , that can help improve the detection. Using this 



Ahmed A. Alethary and Ahmed H. Aliwy, Al-Salam Journal for Engineering and Technology Vol. 5, No. 1, (2026), p. 145-165 
 

 

 152 

strategy would also help us observe the differences between AI-generated and human texts from diverse samples. Table 
3 highlights the main differences between statistical and stylometric techniques in terms of the extracted features and 
detection assumptions. 

 
5.2  TRANFORMER_BASED METHODS 

This method involves adapting previously trained transformer models, such as BERT, RoBERTa, and DistilBERT, 
to human and AI-generated text datasets. These models learn to differentiate between the two based on their patterns and 
features. Through this supervised learning, the model learns to differentiate between the two classes by extracting more 

subtle and complex linguistic features and stylistic differences that are typically present in the AI output. This method 
works very well if sufficient annotated data are available; consequently, the model generalizes across the domain. [47, 
48] The studies show ways to detect AI text using BERT to pick up patterns of language that show generation by 

machines. These techniques are effective, as shown by experiments and evaluation, and BERT can effectively identify 
AI-generated texts with high accuracy. [49] The paper proposed a ranking classifier called RoBERTa-Ranker. This 

classifier is a fine-tuned version of RoBERTa. It was trained as a baseline on a dataset that contains a diverse range of 
human texts and texts produced by various LLMs. [50] in this study, several transformer architectures like BERT, 
RoBERTa, DistilBERT were fine-tuned on the Enhanced RODICA dataset. According to the study, the RoBERTa-large 

model achieved higher accuracy and F-scores of about 83% for monolingual classification. In multilingual scenarios, the 
DistilBERT-multilingual-cased model excelled, achieving accuracy and F-scores of around 72%, demonstrating its 
effectiveness in handling diverse language inputs. [51] DistilBERT is utilized in this research for detecting AI-generated 

text by classifying essays as either human-written or AI-generated. The model, a streamlined version of BERT, was fine-
tuned on a curated dataset that included diverse text types to improve detection accuracy. 

 

Table 3 Summary of Statistical and Stylometric Techniques Used for Detecting AI-Generated Text 

Ref.. Year 
AIGTD 
Approach 

Used Method Dataset Language Accuracy 

[38] 2025 
Statistical 
/Perplexity-
based 

Context-aware 
perplexity with 
adaptive thresholds 

University 
homework 

English 
≈ 74% - 100% 
(category-
dependent) 

[39] 2021 
Statistical / 
Distributional 

Repeated higher-
order N-grams (super-
maximal repeats) with 
a self-training 
ensemble 

(human) + GPT-2 
generated text  

English %80  

[40] 2019 
Statistical 
/Stylometric 

Token probability, 
rank (top-k), entropy 
analysis with human-
assisted visualization 

GPT-2 generated 
texts, NYT 
articles, and 
scientific 
abstracts 

English 

Up to 72.3% 
(human-assisted 
detection 
accuracy)  

[41] 2023 
Statistical 
/Zero-shot 

Probability curvature 
(perturbation 
discrepancy) 

XSum, SQuAD, 
WritingPrompts, 
PubMedQA, 
WMT16 

English 
(also 
German 
tested) 

AUROC ≈ 0.92-
0.99 (dataset & 
model-
dependent)  

 

[43] 2023 
Statistical 
/Zero-shot 

Log-Rank-based 
statistics (LRR, NPR) 

XSum, SQuAD, 
Writing Prompts 

English 

AUROC ≈ 0.86 - 
0.97 (dataset & 
method-
dependent)  

[44] 2023 Statistical 
/Stylometric 
(Hybrid) 

Stylometric features 
fused with RoBERTa 
embeddings + 
change-point 
detection (StyloCPA) 

TweepFake + In-
house Twitter 
timelines 

English 80.7% - 99.2% 
(timeline-length 
dependent)  

[46] 2024 
Statistical 
/Stylometric 

31 stylometric 
features + Random 
Forest classifier 

AuTexTification 
+ Education 
datasets 

English 

81% - 98% 
(dataset-
dependent)  

 

[52] 2024 
Statistical 
/Zero-shot 

Conditional 
probability curvature 
(sampling-based, no 
perturbation) 

XSum, SQuAD, 
Writing Prompts, 
PubMedQA, 
WMT16 

English + 
German 

AUROC ≈ 0.99 
(white-box), ≈ 
0.97 (black-box)  
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[53] 2024 Statistical 
/Zero-shot 

Likelihood-based 
zero-shot detectors 
with black-box vs. 
white-box (prompt-
aware) evaluation 

XSum summaries 
(Human vs. 
LLaMA-2 
generated) 

English Accuracy (AUC): 
≈ 0.33-0.47 
(black-box), up to 
≈ 1.00 (prompt-
aware) 

       

 

[54] The researchers used pre-trained transformer-based models, specifically ELECTRA for English and 
AraELECTRA for Arabic, after fine-tuning on academic essays.[55] The paper presents an ensemble model designed to 
detect text generated by AI techniques, integrating BERT and DeBERTa. [56] The study presents an ensemble approach 

that combines RoBERTa-base, OpenAI detector, and BERT-base-cased for the English language. It uses RemBERT, 
XLM-RoBERTa-base, and BERT-base for multilingual detection. [57] It utilizes multiple transformer models as a stack 

ensemble: ALBERT, ELECTRA, RoBERTa, and XLNet. Performance Evaluation of transformers by Detection 
Scenario: A comprehensive literature survey [58-60]. The models differ in their ability to withstand paraphrasing attacks. 
DeBERTa is the most robust, with a 15-20% drop in performance, followed by RoBERTa with 20-25%. DistilBERT is 

the least robust model and shows a drop of 30-35% in performance score during the robustness analysis for paraphrasing 
attacks. For round-trip translation attacks, English to Spanish demonstrated a drop of 10-15% in accuracy, followed by 
English to Chinese, which demonstrated a score drop of 25-35%, and lastly, English to Arabic, which saw a drop of 35-

45% in accuracy. A comparison of transformer-based studies for AI-generated text detection is presented in Table 4. 
 

5.3  WATERMARKING_BASED METHODS  

Watermarking-based methods aim to embed a hidden, machine-readable signal into AI-generated text during the 
generation process to enable the verification of its origin. Watermarking techniques can be categorized into three main 

types: Post-hoc, Data-driven, and Model-driven watermarking approaches. In the Post-hoc method, watermarks are 
inserted after the text has already been generated, and no modifications are made to the model or training data. Edits the 
generated text to embed patterns (e.g., synonym swaps, punctuation patterns, spacing, or controlled phrase insertion) [61] 

introduce a post-hoc watermarking method by black-box large language models. In embedding, semantically and 
syntactically fundamental words that are robust to minor modifications are identified as anchor points.  Using a 

paraphrase-based lexical substitution model, selected words are replaced with synonyms that preserve the meaning of the 
sentence but encode binary watermark bits. Detection uses the same position selection criteria and a one-proportion z-
test to determine watermark presence. [62] The paper presents a watermark insertion method that utilizes Word2Vec and 

Sentence encoding to embed watermarks into the text, ensuring that the process is automatic and maintains blindness,  

Table 4 Comparative Analysis of Transformer-Based Approaches in AI-Generated Text Detection 

Ref.. Year 
AIGTD  

Approach 
Used Method Dataset Language Accuracy 

[49] 2024 
Transformer-
based 

RoBERTa-Ranker 
with domain-aware 
fine-tuning 

LLMCheck 
(news, tweets, 
essays, QA) 

English 
≈ 85.8% - 97.3% 
(F1, in-domain & 
cross-domain) 

[50] 2025 
Transformer-
based 

Fine-tuned RoBERTa 
/ BERT / DistilBERT 

M4, AICrowd, 
ERH 

EN, RO, HU 
(Multilingual) 

83.0% 
(RoBERTa-large, 
EN) 

[51] 2024 
Transformer-
based 

DistilBERT fine-
tuning with contextual 
embeddings 

Kaggle essays 
(500k AI & 
human texts) 

English 
98% 

 

[54] 2025 
Transformer-
based / Hybrid 

ELECTRA & 
AraELECTRA fine-
tuning with 
stylometric features 

GenAI 
Detection Task 
2 (academic 
essays) 

English & 
Arabic 

F1 = 98.5% (EN), 
98.4% (AR); up to 
99.7% (EN, 
ELECTRA-Large) 

[56] 2025 Transformer-
based (Ensemble) 

Inverse perplexity-
weighted soft voting 
(RoBERTa, BERT, 
XLM-R, RemBERT) 

GenAI 
Detection Task 
1 (COLING 
2025) 

English + 
Multilingual 

Macro F1 = 
0.7458 (EN), 
0.7513 
(Multilingual) 

[57] 2023 Transformer-
based(Ensemble) 

Stacking ensemble of 
ALBERT, 
ELECTRA, 
RoBERTa, XLNet 
with Logistic 
Regression meta-
learner 

ALTA 2023 
Shared Task 
(18k train / 2k 
val / 2k test) 

English (legal 
domain) 

96.94% (internal 
test), 95.55% 
(official test) 
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[63] 2024 
Transformer-
based 

BERT fine-tuning for 
text classification 

Private dataset 
(708 AI / 670 
human texts) 

English 97.71% 

[64] 2025 Transformer-
based 

Instruction fine-tuning 
(GPT-4o-mini, BERT, 
LLaMA-3) 

Defactify 
(human vs. 
multi-LLM 
texts) 

English 95.47% (Task-A, 
GPT-4o-mini F1) 

[65] 2021 Transformer-
based 

Fine-tuned RoBERTa TweepFake 
(25,572 
tweets; human 
vs. bot) 

English 
(Twitter) 

89.6% 

 
meaning the watermarking does not alter the original text's readability significantly. A data -driven method embeds 

detectable patterns directly into the model’s outputs by modifying its training data, so the watermark becomes a natural 
part of the text style it learns to generate. [66] presents a multi-task learning framework for watermarking pre-trained 
language models (PLMs) by embedding backdoors triggered by specific inputs defined by the owners. [67] a watermark 

creation procedure that modulates logits modifiable through dynamic keys. This means modifying the output values for 
tokens in the language model so that they generate the desired watermark features. [68] It proposes SemStamp, a semantic 
watermarking algorithm that uses locality-sensitive hashing (LSH) to partition the semantic space of sentences. This 

technique takes candidate sentences from a language model, encodes and hashes them, and then uses sentence-level 
rejection sampling to ensure that the sampled sentences belong to the watermarked partitions selected in semantic 

embedding space. [69] proposes an attack method to identify trigger words or phrases in autoregressive language models 
that have backdoor watermarks inserted. This method involves analyzing open-ended generations from these models to 
detect the presence of watermarks. In model-driven watermarking, the watermark is embedded through models that 

involve fine-tuning, parameter editing, or altering the generation, such as logit modification and token biasing. The model 
does not require special datasets after training because the watermark signal is part of its natural output. Watermarking-
based approaches for AI-generated text detection are listed in Table 5. 

 

5.4  HYBRID METHODS  

Hybrid methods aim to integrate multiple complementary strategies to achieve higher detection accuracy and 
robustness than single-strategy methods. These methods integrate different functionalities of transformers, such as fine-

tuning, classification, embedding extraction, zero-shot inference, and few-shot prompting, into a single framework 
instead of using a single detection paradigm. Methods have been developed to enhance the versatility and reliability of 

detection systems. In real-world scenarios such as adversarial editing, cross-domain texts, and multilingual inputs, relying 
on a single detection can result in lower performance and/or false negatives .[70] COCO proposes a hybrid detection 
framework that incorporates linguistic coherence modeling with contrastive learning to enhance the detection of machine-

generated text in low-resource settings. [71] The hybrid model of the research is a BERT-trained CNN and BiLSTM for 
detecting AI-generated content. [72] The authors used of pre-trained word embeddings fed into a Bi-LSTM network to 
capture bidirectional contextual dependencies. Subsequently, an attention mechanism focuses on the most informative 

tokens. The functions that have been attended to are solely responsible for the liquifying or classification of AI and human 
text.  A BERT+CNN+BiLSTM approach that integrates the best aspects of each model component. BERT generates 

contextual embeddings, CNN recognizes local meanings, and BILSTM learns dependencies across longer sequences. 
This combination has shown better results than a single model. [73] recorded a 4% improvement in F1-score over base 
BERT on HC3 data. However, the increased complexity results in higher computational costs, raising questions regarding 

the scalability of real-time detection. As a viable solution, hybrid models indicate recent compromises in accuracy and 
efficiency. Table 6 indicates that hybrid approaches are more generic and robust, leveraging multiple detection strategies. 

 
Table 5 Overview of Watermarking Techniques for AI-Generated Text Detection 

Ref.. Year AIGTD Approach Used Method Dataset Language Accuracy 

[61] 2025 Watermarking-
based (Post-hoc, 
Black-box) 

Robust lexical-substitution 
watermarking + one-
proportion z-test detection 

HC3  English 96%  

[62] 2024 Watermarking-
based (Deep 
Learning) 

Semantic synonym 
substitution + BERT-based 
detector 

Dolly (train), C4 
(test) 

English 76.30%  

[66] 2023 Watermarking-
based 

Backdoor watermarking at 
embedding layer (WLM, 
rare/common word triggers, 
multi-task learning) 

IMDB, SST-2, 
MNLI, SNLI, 
PAWS 

English 93%  
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[67] 2023 Watermarking-
based 

Green-list watermarking with 
statistical z-test detection 
(soft & hard watermark) 

C4-RealNews English  0.99 %  

[68] 2023 Watermarking-
based (Semantic) 

Sentence-level semantic 
watermarking using LSH + 
contrastive SBERT 

C4-RealNews  English AUROC ≈ 
0.998 (no 
attack) 

0.974 under 
paraphrase 
attacks 

[69] 2023 Watermarking / 
Attack Analysis 

Frequency & TF-IDF 
analysis to discover backdoor 
watermark triggers in 
autoregressive LMs 

DialogSum 
(summarization 
task) 

English Backdoor 
success rate 
≥ 75% (with 
≥10% 
poisoning); 
False trigger 
rate very 
low 

       

 
Table 6 Hybrid Methods for AI-Generated Text Detection 

No Year 
AIGTD 
Approach 

Used Method Dataset Language Accuracy 

[70] 2023 
Neural / 
Contrastive 

Coherence graph + 
RoBERTa + contrastive 
learning (COCO) 

GROVER, 
GPT-2, 
GPT-3.5 

English 
0.699 (low-resource), 
up to 0.997 (full data) 

[71] 2025 Neural / 
Feature-based 

POS + CNN + Bi-LSTM + 
Attention 

DAGPap22 / 
Liyanage 

English 85.00% -88.00% 

[72] 2024 
Hybrid 
(Statistical + 
Transformer) 

TF-IDF + ML ensemble + 
DeBERTa-v3-large 
(stacked ensemble) 

Mixed 
human & AI 
texts (Pile, 
SlimPajama, 
filtered 
corpora) 

English ROC-AUC = 0.975 

[73] 2025 
Hybrid 
(Transformer 
+ Linguistic) 

BERT embeddings 
combined with 
linguistic/stylometric 
features + ML classifier 

Mixed 
human vs. 
LLM-
generated 
texts 
(multiple 
domains) 

English 98% 

[74] 2024 Neural / 
Contrastive 
(Hybrid) 

 

 

Multi-level contrastive 
learning + KNN retrieval 
(DeTeCtive) 

Deepfake, 
M4, 
TuringBench 

Multilingual AvgRec = 98.44%, F1 
= 98.38% (M4-mono); 
AvgRec = 93.42%, F1 
= 93.05% (M4-multi) 

 

6.   DATASETS FOR AIGTD  

Databases are important for the research and advancement of LLMs text detection. These datasets can help design 

effective detection mechanisms and standardize metrics for evaluating the performance of various approaches. Currently, 
they are working on datasets for detecting LLM generation. Although it is still in its infancy, it faces issues such as 

insufficient data, insufficient coverage of the domain, and insufficient sample complexity for good detectors. The most 
popular datasets used to train and evaluate detectors for LLM-generated texts will be introduced in this section. A 
frequently utilized dataset is HC3 (Human ChatGPT Comparison Corpus), which contains parallel human- and ChatGPT-

generated responses across several academic and general topics. HC3 has become a benchmark metric for many due to 
its balanced design that integrates several different domains. HC3 is , however, for English-only, limiting its relevance to 
cross-lingual settings. Also, M4 (Multidomain, Multimodal, Multilingual, and Multiscale) is another primary dataset that 

includes texts from various LLMs in many languages. This approach can be used to test robustness across the various 
domains and models; however is limited due to a lack of low-resource languages. The TuringBench dataset is similar, as 

it collects outputs from various text generators. MULTITuDE and RAID (Robust AI-generated Text Identification 
Dataset) are datasets designed for multilingual and adversarial evaluation to test detector robustness against paraphrasing 
and translation . Table 6 summarizes datasets widely adopted in AI-generated text detection research. 
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7.   DETECTION TOOLS FOR AIGTD  

With the rapid advancement of LLMs and their growing application in numerous fields, the demand for AIGTD is 

increasing rapidly, resulting in the release of several online tools to the public. The illegal growth of AIGTD brings many 
challenges, including academic dishonesty, false information, and realness of online content. As a result, it is now 
essential for researchers, educators, and content creators to identify machine-generated text. Several studies assess these 

tools. [91,92] The paper tests 14 detection tools, evaluating their accuracy and reliability. The results indicated an 
accuracy of 50%-76%. The performance is further degraded by machine translation and content obfuscation techniques. 
According to the paper, tools meant to detect academic dishonesty won’t work. There is a need for preventive pedagogical 

strategies instead. [93] Study evaluates the accuracy of five tools. The Copyleaks AI Content Detector and OpenAI’s text 

Table 7 Datasets widely adopted in AI-generated text detection research 

Datasets Language Size Data Description 

HC3 [75] English, 
Chinese 

48,644 answers from human experts and ChatGPT in areas of 
finance, law, medicine, and technology. 

MAGE [76] English 436,606 A large dataset covers various domains like news, social 
media, academic writing, and online forums. 

M4GT-Bench [77] Multilingual 

 

138,464 domains like news, scientific articles, and social media 

CHEAT [78] English 35,304 

 

The dataset focuses on the academic domain 

M4 [79] Multilingual 

 

247,000 

 

A benchmark dataset created by multiple LLMs across 
various domains (e.g., news, social media, and academic). 

RAID [80] English 8,087,788 a large-scale benchmark from 11 LLMs across diverse 
writing styles. It introduces adversarial perturbations and 

mixed-content challenges to evaluate the robustness of AI-
text detectors. 

GPABench2 [81] English 2,800,000 A benchmark dataset focusing on academic writing 

GRiD [82] English 6,513 A benchmark dataset for detecting GPT-generated text 

RU-AI [83] English 1,470,000 A large-scale multimodal dataset includes text, image, and 
audio pairs 

The Pile [84] English 1,392,522 A large and varied domain—such as academic papers, books, 
code, legal documents, scientific literature, web text, forums, 
and more 

Ghostbuster [85] English 38.420 Benchmarks in Student Essays, Creative Writing, and News 
Articles. 

PAN [86] English 361,579 Data from multiple domains, essays, news, and fiction 

LLM-DetectAIve[87] English 303,110 Four categories: 1) human-written, 2) machine-generated, 3) 
machine-written then machine-humanized, 4) human-written 
then machine-polished.  

Arabic Fake News 
Dataset [88] 

Arabic 1,500 News -Real & Fake, Human & AI-generated 

 

 
 

XGLUE [89] Multilingual 

 

1.5M Text classification, paraphrase identification, QA, and news 
classification 

MULTITuDE [90] 

 

Multilingual 

 

250k Binary classification (human vs. AI), model attribution, 
cross-lingual transfer, and cross-domain 
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classifier performed the best. All five tools failed to detect AI-generated content accurately and consistently in different 
languages. It can make it difficult to identify AI plagiarism in academic writing. Due to the rapid advancement of artificial 
intelligence (AI), the performance results in the studies available may become dated quickly. The earlier studies were 

conducted before the launch of the upgraded AI-based text generator tool ChatGPT in November 2022. They will not 
reflect the actual performance of the tools. This part compares some of these leading tools based on supported languages, 

whether they are free/paid, and the detection methodology used by them, as summarized in Table 8. 

Table 8 Available tools for AIGTD 

 

8.   ANALYSIS AND DISCUSSION 

Various approaches have been proposed for AI-generated text detection, each offering complementary strengths and 

facing distinct limitations. Statistical and stylometric methods are computationally efficient, interpretable, and effective 
in low-data or zero-shot settings by leveraging measurable linguistic and stylistic cues; however, they are sensitive to 
paraphrasing, post-editing, short texts, and domain or genre shifts, with diminishing effectiveness as modern language 

models increasingly resemble human writing patterns. Transformer-based methods address some of these limitations by 
capturing deep semantic and contextual representations and achieving high detection accuracy across domains and 
writing styles, yet they require large-labeled datasets and substantial computational resources, exhibit  limited 

interpretability, and remain vulnerable to adversarial transformations, particularly in low-resource languages. 

Tool Key Features 
 

Supported 
languages 

Accessibility Robustness to 
Paraphrasing 
&Translation 

Accuracy 
[93] 

Accuracy 
[94] 

Accuracy 
[80] 

Originality 

AI 

Paraphrase 

plagiarism, 
real-time 
scanning, and 

editorial tools 

30+ Paid  Low drops 

under machine 
translation & 
obfuscation 

97.09 100 85 

CopyLeaks Multilingual, 

plagiarism 
check, API, 
accuracy, 

reporting. 

30+ Paid  Medium - 

unstable under 
rewriting 

- 100 - 

Crosspalg fast, simple, 
analytic 

English 

 
 

Free Low sensitivity 
to paraphrasing 

& length 

- 69 - 

GPTZero Perplexity-

based, multi-
level analysis, 
accurate 

English Free Low 63.77 57 67 

ZeroGPT Instant, 
multilingual, 
granular 

analysis 

30+ Paid  Low - 83 66 

Sapling Fast, detailed, 

integrated, 
helpful 

English Free Low 66.66 33 - 

Winston 

AI 

processing, 

detailed 
reports, team 
collaboration 

English Paid  Medium   71 

Quillbot Multilingual, 
detailed, 

integrated, 
free-tier, 
structured 

20 Free Low - - - 

Grammarly Grammar-
integrated, 
simple, 

percentage-
based, citation, 

English Free Low - - - 
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Watermarking-based methods provide a scalable and low-cost solution for verifying the provenance of AI-generated text 
and supporting accountability and copyright protection, but their effectiveness depends on control over the generation 
model, lacks standardization, and can be weakened by paraphrasing, translation, or deliberate watermark removal. To 

overcome the individual weaknesses of single approaches, hybrid methods integrate multiple detection signals, improving 
robustness and reducing false positives and false negatives; nevertheless, they introduce higher computational complexity 

and system overhead, and may still be circumvented by coordinated adversarial attacks. 
The performance of the four main detection approaches (Statistical, Transformer-based, Watermarking, and Hybrid 

methods)  based on previous studies is shown in Figure 5. As can be seen, hybrid models show a consistently high 

detection accuracy, from 95% to 99%, which signifies their strength. The combined strengths of statistical clues and deep 
contextual embeddings allow this improvement to take place. Like the CNN-based models, the performance of 
transformer-based methods not only remained high but also stable (approximately 90-94%). Nevertheless, their precision 

varied slightly by experiment, implicating some sensitivity to dataset or prompt shift. Watermarking methods were able 
to achieve good accuracy, ranging from 82 to 90%, and were able to show good detection when the text was not much 

altered. In tests assessing user-readability features, slightly lower ratings were given to outputs from them relative to 
competitors. On the other hand, Statistical methods achieved the worst performance and the most variation in 
performance (77-87%) because they were based on surface-level features such as perplexity and burstiness that are not 

effective against generative models. In general, hybrid architecture seems to yield the best trade-offs and scalability as 
detection frameworks, combining the interpretability of conventional features and deep learning’s representational power. 
The conclusion of our taxonomy shows that future research on AI-text detection should focus on robust and generalized 

hybrid and transformer-based approaches. 

 
FIGURE 5 Comparative performance of AIGTD approaches. 

 
An analysis of the datasets summarized in Table 7 reveals noticeable differences concerning their scale, domain 

diversity, language coverage, and real-life relevance. These factors directly impact the performance and generalizability 

of AI-generated text detection systems. 
When it comes to dataset size, large-scale resources like RAID, GPABench2, RU-AI, and The Pile provide millions 

of samples, allowing training models with larger capacity and evaluation to be more stable. Nevertheless, their large size 
often leads to domain imbalance with certain text types (e.g., news or academic writing) being more prevalent in the 
corpus. The smaller datasets, such as HC3, CHEAT, and Ghostbuster, are well defined but have limited sample diversity 

and provide a more controlled environment, which negatively affects their robustness and real-world deployment 
evaluation.  

Datasets like M4, M4GT-Bench, and The Pile, which provide text samples in multiple domains such as news, 

academic writing, and social media, are credible indicators of cross-domain evaluation.  Many benchmarks, however, 
still have an academic bias. For instance, HC3, CHEAT, GPABench2, PAN . Detectors trained on such data overfit 

academic writing style, consequently degrading performance on informal or creative text. The ecological validity of 
reported results is limited by this domain skew. 

Most of the popular datasets are in English. From a language perspective, data coverage in most reports is through 

scarce resources. Examples include M4, M4GT-Bench, and MULTITuDE/RAID. Within multilingual datasets, low-
resource languages are underrepresented, often comprising shallow or noisy samples. The Arabic Fake News dataset 
precisely highlights this gap, as it remains small and domain-specific, indicating that larger, balanced multilingual corpora 

may be needed for reliable detection of fakeness beyond English. 



Ahmed A. Alethary and Ahmed H. Aliwy, Al-Salam Journal for Engineering and Technology Vol. 5, No. 1, (2026), p. 145-165 

 

 159 

The data is synthetic, which is another important limitation. A lot of datasets are built with completely AI-generated 
texts, whereas many real-world scenarios involve human-AI hybrid or post-edited content. Datasets like LLM-
DetectAIve alleviate this problem by introducing humanized or machine-polished text, but these cases are still very rare 

in benchmarks. This discrepancy explains why detectors are accurate in benchmark settings but fail when paraphrasing, 
rewriting, and mixed authorship are used. 

Overall, the analysis shows that the choice of dataset has a strong effect on detection performance, as reported 
accuracy and robustness claims. Neural and transformer-based detectors are preferred in the case of larger datasets. 
Smaller and cleaner datasets, on the other hand, inflate performance estimates under largely controlled conditions. The 

lack of balanced multilingual, multi-domain, and adversarially realistic datasets remains a major bottleneck in AIGTD 
research. Consequently, future progress depends not only on improved detection models but also on the construction of 
diverse, unbiased, and realistically curated datasets, particularly for low-resource languages such as Arabic. 

An analysis of the tools summarized in Table 8, such as Originality AI and Copyleaks achieve the highest reported 
scores under controlled conditions, with some cases reaching near-perfect accuracy. However, when texts go through 

machine translation and paraphrasing, these metrics degrade sharply, revealing a huge gap between benchmark 
performance and real-world robustness. In contrast, commonly used free tools like GPTZero, Crossplag, and Sapling 
demonstrate moderate to low accuracy, often below 70, making them unreliable for high-stakes decisions 

In terms of robustness, all tested tools have low resistance to paraphrasing and translation attacks. Many tools that 
are branded as multilingual don’t behave very well once the text has been rewritten in a cycle. This limitation is 
manifested, in particular, for perplexity-based detectors, such as GPTZero, whose performance is sensitive to length and 

surface fluency. 
When it comes to cross-language reliability, most tools are essentially English-centric. While many platforms claim 

to support more than 30 languages, the fact that they do not report accuracy consistently across the languages makes them 
susceptible to unfairness and bias. According to the table, multilingual support is, in essence, support that is nominally 
there but is certainly not empirical support, especially about low-resource languages. 

The tools' accessibility and transparency set them apart further. Paid systems usually yield better accuracy; however, 
they are black-box models that do not provide full insight into their detection decisions as well as error sources. While 
free tools are more accessible, they compromise on reliability and robustness. Furthermore, none of the tools evaluated 

provides systematic reporting of false positives or false negatives, which is a prerequisite for responsible deployment in 
education or in the courts. 

Overall, the comparison shows that the present AIGTD tools must be treated as assistive indicators and not as  
definitive detectors. In spite of high reported accuracy, robustness, multilingual reliability , or transparency is not 
guaranteed. These results amplify the importance of standardized benchmarking, adversarial evaluation, and explainable 

detection before being trusted in real-world applications. 

 

9.   CHALLENGES AND FUTURE RESEARCH DIRECTIONS   

Recent improvements in AIGTD are facing numerous ongoing issues affecting scalability, robustness, and 
generalization [95]. Used methods tend to be vulnerable to adversarial modifications [96], through paraphrasing, style 
transfer, machine translation, etc. Detection accuracy can drop by more than 45% [97]. Cross-domain and cross-model 

generalization is still limited since detectors trained on specific domains or generation models often fail to perform well 
on unseen architectures or text types. Most AIGTD research focuses on English, leaving low-resource languages 
underexplored. This is problematic since LLMs such as GPT-4 and LLaMA now generate outputs in many languages. 

Detectors trained mainly on English often misclassify human-written texts in under-resourced languages, raising ethical 
concerns. Initial efforts, such as the RAID corpus and the Arabic subset of M4, provide some coverage; however, broader 

multilingual benchmarks are still needed. Some promising directions are multilingual fine-tuning (e.g., XLM-R, 
mBERT), zero-or few-shot transfer learning, and synthetic dataset generation through translation or paraphrasing. It is 
vital to expand these resources to enhance detection for additional languages. Also, the high computational cost associated 

with transformer-based approaches hinders practical deployment in real-time and resource-constrained settings, and 
biases towards specific models as well as their reduced performance in low-resource languages [98]. To address these 
limitations, future research should prioritize the following areas.  

1. Adversarial Robustness and Generalization: Develop detectors that resist paraphrasing, style obfuscation, and 
translation attacks and are adaptable across models and domains without extensive retraining. 

2. Multilingual and Low-Resource Detection: Using transfer learning and zero-shot techniques will help expand 
coverage of morphologically rich and underrepresented languages.  

3. Explainable AI (XAI): The design of interpretable models that give humans understandable reasons for 

classification decisions, thus establishing trust and transparency. 
4. Real-Time and Lightweight Systems: The creation of efficient detectors for low-latency use cases like chat, social-

networking, and cheating detection, including deployment in edge devices. 

5. Hybrid and Ensemble Frameworks: The combination of statistical, transformer-based, as well as watermarking 
and human-in-the-loop methods can improve accuracy and resilience in diverse contexts. 

6. Benchmarking and Dataset Expansion: builds large-scale, diverse, and publicly accessible benchmarks and 
datasets with standardized evaluation metrics for a fair comparison of detection systems. 
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7. Ethics, Privacy, and Provenance Tracking: It involves the design of a detector that is privacy -preserving and 
legally compliant. Moreover, that involves watermarking and provenance block chaining for detecting authenticity. 
Through innovative, ethical, and sustainable solutions to these challenges, the field can progress towards scalable, 

multilingual, and trustworthy detection systems that can effectively combat AI-generated content and its growing 
sophistication. 

 

10. CONCLUSIONS 

According to this review, the AIGTD has made significant progress so far, but existing techniques are still facing 

serious issues with respect to scalability, robustness, multilingually, and robustness to the new generation. There are 
various techniques available. Statistical, transformer-based, watermarking, and hybrid techniques are included. 
Nonetheless, no single strategy works well across all areas and situations. There are many different varieties of evasion 

techniques and architectures to generate text. Therefore, there is an urgent need for a broader-based detection network 
that can be explained. In the future, progress will depend on establishing detection mechanisms that are multilingual and 
low-resource. The future development of vision systems will depend on benchmark datasets, real-time lightweight 

systems, and ethical frameworks that uphold privacy and remain consistent with the norms of society. Besides, detection 
together with watermarking and provenance tracking provides the promise of authenticating the integrity of the content. 

By addressing these shortcomings, the field can develop scalable, transparent, and robust solutions that can tackle 
increasingly sophisticated AIs producing text. 
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